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Abstract 
This project examines the case of the whistle-blower Edward Snowden and aims to answer how the 
US government reacted to his leaks about surveillance carried out by the National Security Agency 
(NSA), and how this has raised a debate on the legitimacy of the current democratic society.  
     After 9/11 we saw a shift in the attitude of the United States towards the issue of national 
security. The new fear of terrorism on American soil, and former president George W. Bush’s “war 
on terror”, resulted in an increase of the authority and remedies granted government offices and 
agencies by the US state. Especially the extent to which surveillance became an accepted measure 
to help preventing future terrorist attacks, increased. Edward Snowden, a former NSA contractor, 
revealed this extensive use of surveillance by the US government and specifically the NSA in June 
2013 by leaking classified documents to the press. This has lead to a worldwide debate on violation 
of personal privacy and the democratic legitimacy of the US government’s actions.  
     The project analyses the actions of the US government during and after the Snowden-leaks, 
using the theory of Neorealism, Ulrich Beck’s theory of world risk society, and the concept of fear 
cultures. The government’s possible violation of democratic rights, the public reaction to the 
disclosures and Edward Snowden’s motivation for leaking the documents will be examined within 
the framework of the theory of deliberative democracy. Finally the project discusses the threats that 
democracy and civil rights are facing in the wake of Snowden’s revelations and why we have 
turned the blind eye to the seemingly undemocratic development in exchange for the promise of 
security. The conclusion is that the US government have been staging Snowden as a risk for the US 
national security in order to legitimise NSA’s surveillance programs. The US government can be 
seen as acting from a neorealist basis when perceiving Snowden as a traitor in order to reduce the 
consequences of the information leaked and to minimize their loss of relative power and the damage 
inflicted on their current power position. Snowden can be seen as acting in defence of the 
deliberative democracy, judging the documents to be in the interest of the public; without access to 
full information there can be no deliberation. The leaks revealed how the government is violating 
the individual citizen’s democratic rights under the guise of national security. In order to secure this 
privacy, we must hold the state accountable for its actions, but to do so we need full access to 
information. Snowden shed light on this problem in the democratic society today, and his leaks 
have made the public aware of their responsibility to demand transparency. 
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1 Problem Area 
The world we live in is constantly changing, and has been since the end of the Cold War. In 1990 
democracy gained ground over totalitarianism in the Western world and with the end of the war the 
worldview of the past half-decade changed suddenly (Yilmaz, 30.09.2009). From 1990 onwards 
globalisation has accelerated and the world has become more and more interconnected through the 
ever-growing development of new technology. Among these came television, the Internet, mobile 
phones and computers. This has had many different consequences, both positive and negative. The 
Internet and the increased interconnectedness of the world have created both challenges and 
possibilities for states.  New technologies have made it difficult for the state to protect its own 
secrecy. On the other hand the massive use of the Internet and other platforms of communication 
have created new possibilities for the state to identify, survey and the control of information 
(Castells, 2002), which has been of rising importance over the past decade. The attack on the World 
Trade Center in New York City on September 11
th
 2001, often considered as a turning point in 
newer world history, has led to significant changes in how the world views security. One of the 
consequences of 9/11 has been the increased surveillance and security measures we see all over the 
world today, as a means of upholding national security (Ismael, 14.09.2011). This has caused us to 
accept rising interference in our personal lives and private affairs. The world works differently 
today than it did twenty years ago, and citizens all over the world are told that the only way to fight 
the terrorists is by allowing this growing surveillance. We live in a world of fear and uncertainty, 
even though the threat of terrorists does not seem present and justifiable as earlier (Tierney, 
16.01.2008). All these elements constitute a major challenge for democracy and in this regard 
legitimacy and accountability connected to democracy (Warman, 22.11.2013). In the name of 
security, more and more information is being collected and at the same time less and less 
information about this work is being made public to the citizens, under the pretext that governments 
have to do so (Editorial Board NY Times, 26.11.13). This creates problems for the trust and 
confidence the citizens are supposed to have in the integrity of the state and its surveillance services 
(ibid.).  
 
Increasingly, a new type of actor has gained importance in this debate: whistle blowers. Throughout 
the years the United States have had several cases of whistle blowing, for example Daniel Ellsberg, 
the leaker of the “Pentagon Papers” back in 1971, revealing how the US public had been misled 
about the war in Vietnam (The Guardian, n.d.) Whistle blowers today have their own agendas and 
their own ways of achieving these, and lately a number of cases of whistle blowing have caught the 
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attention of the public. WikiLeaks has been the most notable case and its founder Julian Assange 
leaked hundreds of thousands of secret documents, since being founded in 2006, including the leaks 
of documents on the US wars in Afghanistan and Iraq made by US soldier Chelsea (formerly 
Bradley) Manning (Courson et. al., 22.08.2013). These whistle blowers have caught the attention of 
the world, leading it to question what is happening in our own countries, and what kind of 
surveillance systems are being built (Rushe, 23.09.2013). How trustworthy are our own 
governments and security services, and how should we deal with these leaks of information? The 
Internet and the fast developing technology are being used as a medium for publishing classified 
government documents, including documents on the war in Iraq and other politically sensitive 
matters (Spiegel, 22.10.2010). Lately the case of the American whistle blower Edward Snowden 
has been highly debated. Snowden did not leak the information on the Internet, but choose to go 
through the newspapers The Guardian and The Washington Post. His leaks have been in various 
newspapers all over the world and even though the initial leaks were published in June this year, the 
case maintains the attention of the media.  These acts of whistle blowing have caused a variety of 
reactions, ranging from states dubbing whistle blowers like Manning and Snowden as traitors, 
criminals and security threats (Scherer, 24.06.2013). On the other hand, viewing them as 
courageous and arguing that all democrats should praise them, as they have acted like exemplary 
citizens (Weill, 16.08.2013). The opinions are many and extremely divided.      
      
But what motivates a man to leak the kind of information that Snowden has leaked, considering the 
risks and the consequences it will most probably have on his future. How can leakers like Snowden 
challenge an increasing lack of democracy, accountability and legitimacy seen in governments and 
national security services in nations worldwide? How are citizens supposed to trust a system, 
without disclosure on how it monitors them? Considering the threats we face in a globalized world, 
is transparency an unattainable demand of democracy today? What is Snowden hoping to change 
with his leaks? And what is the biggest threat to our democracy? Is it the leaking of documents that 
contain intelligence secrets or is it the surveillance itself?  
 
This leads to the problem formulation: 
How did the US government stage Snowden as a threat to national security, and why has the 
Snowden case raised questions about the legitimacy of the democratic society?  
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2 Acronyms 
CIA: Central Intelligence Agency 
 
CSS: The Central Security Service 
 
FISA: The Foreign Intelligence Surveillance Act of 1978 
 
NSA: National Security Agency 
 
SIGINT: Signals Intelligence 
 
USA FREEDOM Act (sometimes referred to as just “the FREEDOM Act): Uniting and 
Strengthening America by Fulfilling Rights and Ending Eavesdropping, Dragnet Collection, and 
Online Monitoring Act 
 
USA PATRIOT ACT (sometimes referred to as just “the PATRIOT act): Uniting and Strengthening 
America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001 
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3 Concept Clarifications  
 
 Accountability: The extent to which the government can be held openly responsible through feasible 
legal action.The accountability of the government put into question by the drastic measure of 
Snowden leaks.Leaking the NSA documents shows the impossibility of questioning the 
responsibility of the state through legal procedures (procedures for whistle blowing).  
 
 Information: In its most comprehensive form it is a collection of facts or data that allow people to 
attain knowledge. For example, the leaks revealed by Edward Snowden contained information about 
the various programs and inner workings of the NSA; such as the budget spent, descriptions of 
technology etc. The power of information lies in the possibility of knowledge. 
 
 Knowledge: A compilation of conclusions that have been attained through observation of facts and 
data. In the context of this project, the leaks provided enough information for the journalists and 
general public to collect conclusive knowledge about the NSA.  
 
 Legitimacy: The term legitimacy pertains the relationship between the source of power derived by 
the government from its citizens. Legitimacy relies on the public’s acceptance of the authority of the 
government and the citizens’ belief  that the government institutions are consistent with their 
representative values.  
 
 Transparency:  It is a removal of barriers to the public for access to key information concerning  the 
inner workings of an institution. In this project, the acquiring of knowledge about the NSA’s inner 
workings through the Snowden leaks has led to greater transparency.  
 
 Whistleblower: A former member, employee, or participant of an organisation who defects from said 
organisation with the purpose of publicly exposing a significant discrepancy or set of discrepancies 
within the organisation’s public statements and its inner workings or intent. The individual will 
normally do so due to incapacity of changing or addressing said discrepancy from within the 
organisation’s framework, thus resorting to the act of ‘whistle blowing’. Edward Snowden fits this 
definition of whistleblower.  
Page 9 of 95 
 
4 Delimitations of the project 
When dealing with such a broad issue as the legitimacy of the democratic society, delimitations had 
to be made. This section will explain these choices and why they were preferred rather than 
alternative options. 
 
The first and most influent decision was to limit the focus of the project to a single case. The case 
chosen was Edward Snowden, his leaks about the NSA and the following debate and consequences, 
thereby delimiting the project from looking at other cases of whistle blowing as for example 
WikiLeaks or Chelsea (formerly Bradley) Manning. If the case of WikiLeaks and Manning had 
been the focus, the project would have centred around different issues and problems than by using 
Snowden as a case, because of the difference in the content of their leaks. Using Manning as a case 
might have led to the inclusion of matters such as the questionable character of WikiLeaks and 
especially WikiLeaks’ front figure Julian Assange, and a discussion on the questions of ethics that 
revolve around hacking as a concept.  
By using Snowden as the case, the project instead takes a turn towards an analysis of democracy 
and the challenges it faces. Questions that have been raised about democracy in the wake of his 
leaks, concern the relationship between the state and the citizens. Furthermore the issue of hacking 
and the ethics of hackers were exempted from the project, because of the fact that Snowden 
published his leaks through the British newspaper The Guardian. This points the analysis to a 
direction where the Internet is not a focal point of the analysis, however the project will include 
reflections on the technological development, thereby the Internet.  
 
Even within the bounds of the single case of Snowden, there are a number of different issues that 
could take the focal point of the project; hence further delimitations have been made. The focus of 
this project mainly relates to the relationship between state and citizens in relation to democracy. 
Therefore the analysis of the project will focus on those of Snowden’s leaks that concern the 
relationship between the US state and its citizens. Snowden’s leaks concerning the NSA monitoring 
the phones of European heads of state will not be included in the analysis of the project. Neither 
will foreign surveillance agencies that betrayed the same trust.  
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5 Methods 
 
5.1 Epistemological and ontological considerations 
To conduct a coherent and sound analysis, it is necessary to consider the epistemological and 
ontological foundations of this project. 
 
The epistemological considerations focus on whether or not the social world can and should be 
studied (Bryman, 2012: 27). This project leans towards epistemological interpretism, as advocated 
by Max Weber, which he calls Verstehen (Bryman, 2012: 29). This understanding suggests an 
attempt at an “interpretive understanding of social action” (Bryman, 2012: 29), to both explain and 
understand the case. In relation to this project, the case study has an explanatory nature, which 
directs focus on explaining and understanding causal relationships. In interpretism, the causal 
explanations are conducted with this interpretive understanding of social action. According to 
Bryman, social actions are relevant to their actors, consequently calling for interpretation through 
their points of view (Bryman, 2012: 30). In this project, both the US and Snowden are actors, and 
their actions should be interpreted from their point of view; this means interpreting what type of 
reality the state acts within and interpreting what set of ideals Snowden defends in criticising the 
state. Both of these interpretations will be uncovered in the analysis.  
 
The ontological considerations deal with a view on social entities in the project, and whether these 
should be considered as having a reality that is external to the social actors in the case or if they are 
seen as social constructions, constructed by the social actors and their perceptions and actions 
(Bryman, 2012: 32). In this project, the social entity is the reality within which the state and 
Snowden acts. The project gravitates towards ontological constructionism, meaning that it 
“…challenges the suggestion that categories such as organisation and culture are pre-given and 
therefore confront social actors as external realities that they have no role in fashioning” (Bryman, 
2012: 33). This implies that the reality the actors of the case operate in is not external to them, but 
conversely they play a role in constructing these realities. Applying considerations of ontological 
constructionism helps to reflect on the social reality as an on-going production, by the social actors 
of the case (Bryman, 2012: 34). In this project, it helps to explain and understand the surrounding 
reality of the actors in the Snowden case, as something that is established through the interactions of 
the actors (Bryman, 2012: 34).  
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5.2 Selection of Theory 
The project uses two primary theories: Ulrich Beck’ theory of the world risk society, and Jürgen 
Habermas’ theory of deliberative democracy. In addition, it utilizes two secondary theories: Manuel 
Castells’ theory of Network society and Kenneth Waltz’ theory of Neorealism. The project also 
incorporates the concept of fear culture into the theoretical framework.  
 
The concept of fear culture is used in order to frame the importance that fear and risk play in our 
society, and how they are dealt with. In this framing of the society surrounding the Snowden case, 
the theory of Network society is also used to show how technology has taken a role in the society 
and establish social context where information is one of the most important elements, thus helping 
us to understand how the relationship between information and surveillance works.  
 
These are both chosen to help create an understanding of the society surrounding the Snowden case 
works, and how concepts like fear and technological development have impacted the case.  
 
The theory of neorealism is employed in order to explain how the US reacted in the Snowden case. 
As neorealism dictates, a change in a state’s relative power can cause a change in the structure of 
the system, which might affect the power-balance. Thusly, the theory is used for the purpose of 
examining whether the US has acted as if Snowden’s actions might have had an impact on their 
relative power. This also means that the theory helps to show the reality the state is acting within. 
The theory of world risk society is applied to outline how the US has staged Snowden as a risk to 
the national security, and through which means they have done this. Hence, the theory is chosen 
with the purpose of analysing the state’s reaction in the Snowden case, and to make the arguments 
they use against Snowden clear.  
Both the theories are used in the analysis of the first part of the problem formulation: How did the 
US government stage Snowden as a risk to national security? Neorealism is employed with the 
intent of first showing the reality within which the state is acting. World risk society is then applied 
with the object of showing how the state stages Snowden as a risk, within the neorealist reality in 
which they act, conjointly with the national security argument.  
 
The theory of deliberative democracy is then drawn upon to illustrate “why the Snowden case has 
raised questions of the legitimacy in the democratic society” which is the second part of the 
problem formulation in terms of understanding how the relationship between government and 
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citizens needs to be, with deliberative democracy as the ideal. The Snowden case has brought 
critique of the way the current democracy works. Instead, deliberative democracy would dictate that 
governments should be more transparent and accountable. The Snowden case shows arguments for 
the necessity of deliberative democracy, saying that civic issues should be open for discussion in 
the public, as the state is practicing more and more secrecy, in the name of national security.  
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5.3 Selection of Empirical data 
In this project, the data collection has mainly consisted of gathering data that could help describe 
and better understand the Snowden case and its consequences. In such a data collection, it would be 
fitting for the nature of this project to conduct interviews with some of the key-persons in the case, 
however due to the magnitude of the case and status of the persons involved, such a data collection 
was not possible. Instead, the data collection has focussed on various media outlets and their 
coverage of the case, making the majority of the data used in the project secondary data. This 
includes articles from newspapers like the Guardian, New York Times, Washington Post, BBC, etc. 
It also includes articles from different websites, most of which are non-profit organisations 
websites, university websites, journals or reviews. Using secondary data has some obvious 
disadvantages, most notably the lack of control over the quality of data (Bryman, 2012: 316). The 
quality of the data will be examined in the section on source criticism.  
In addition to this secondary data, the project uses several pieces of primary data. This includes two 
videos, one of a speech by former President George W. Bush and one of an interview with Edward 
Snowden. Both interviews have been collected from news media, ABC News and the Guardian 
respectively. Furthermore, the project uses government websites. Concretely this includes the 
websites of the Department of Homeland Security, the Office of the Director of National 
Intelligence, the Department of Justice and the National Security Agency, all of which are used for 
description of these departments and agencies, or the laws they have published. Next, the project 
uses a single speech and a number of expert interviews with Professor Noam Chomsky, mainly in 
the form of transcriptions or compilations of such. The majority of these interviews were conducted 
by journalists. All of the interviews were published on Chomsky’s own website. In addition to this, 
the documents that Edward Snowden leaked are used in the descriptive part of the project. These 
documents were all collected from the Guardian’s website, where they were originally published as 
part of the leak. Lastly, the project uses transcripts of press briefings, from the websites of either the 
White House or the Department of Justice. This includes three press briefings with the Press 
Secretary of the White House, Jay Carney, and one press briefing with President Barrack Obama. 
As mentioned, all of the transcriptions were collected from government websites. This collection 
consisted of using the search function on the website, and choosing all press briefings that included 
the word Snowden, five were available. After reading through the transcriptions, three were chosen, 
and used actively in the analysis, as the last two did not mention Snowden expansively.  
 
5.3.1 Source Criticism 
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This section will go through the empirical data used in the project, and outline the reflections that 
have been made in terms of the quality of data. In the section on selection of empirical data, the 
collection of data was presented, stating the type of data being used and where the data has been 
collected. These factors play an important role in the quality of the data, and the reflections will 
consider this.  
Firstly, the project uses articles from several different newspapers, journals and reviews. There has 
been a reflection of which mediums that these articles were taken from, favouring newspapers of a 
certain reputation, like the Guardian, Washington Post and New York Times, and journals and 
reviews from universities or research institutes. This preference stems from an assessment that these 
mediums have sufficient reliability. But, regardless of the mediums reliability, it is important to 
note that any article of journalistic origin uses a journalistic method, which involves having a 
certain direction of the story, consequently editing out certain opinions. This leads to a need for 
critical selection of quotes, when the interview questions are not available.  
Secondly, the project uses government websites for describing departments, agencies or law texts. 
These sources must be assumed to be valid for the purpose of description, as they are originating 
the government itself.  
Next, two videos are used in the project; one video of a speech by former President Bush, used in 
the descriptive part of the project, and one video of an interview Edward Snowden gave the 
Guardian, used in the analysis to show Snowden’s arguments for his actions. Both of these videos 
were posted on websites of media outlets, which gives no guarantee that they have not been edited 
to show a certain point of view. However, Bush’s speech was posted on the website of ABC News, 
a news source that is widely regarded as valid. The same applies to the interview, which was 
conducted and posted by the Guardian, who worked with Snowden on some of the leaks he made.  
Furthermore, the project uses the documents posted on the Guardian as a part of the Snowden leaks. 
This source is used in the project to explain what the documents contain, and must be assumed to be 
authentic.  
In addition, the second part of the analysis uses interviews with Professor Noam Chomsky. These 
interviews are either in the form of transcriptions or a compilation of paragraphs from 
transcriptions. Even though these interviews were conducted by journalists, that might compromise 
the validity in some ways, all interviews were published on Chomsky’s website, thereby lending 
certain validity. It should be noted that Chomsky does have a bias, when it comes to the Snowden 
case, which will be evident through the analysis.  
Lastly, the first part of the analysis uses transcriptions of press briefings with Press Secretary Jay 
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Carney, and a press conference with President Obama. The source of all transcriptions is the White 
House’s official website, and must be assumed to portray White House’s official opinions.  
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5.4 Case Study 
A case study covers an intensive analysis of a single case. The nature of the case varies, and can 
cover both the study of a single community, the study of an organisation, and the study of an event 
(Bryman, 2012 66-7). In this project, the focus of the study, the case, is the event of Edward 
Snowden’s leaks and the US’ reaction to it.  
A case study, as it implies, has the case as the focus of the study, and the analysis aims for an in-
depth disclosure of the case in question (Bryman, 2012: 69).  
 
Robert K. Yin (2003) describes the design of a case study through the use of 5 components. 
The first component is the question of the study, or the problem formulation. Yin argues that case 
studies oftentimes are applied when the problem formulation revolves around how- and why-
questions (Yin, 2003: 1). In this project, such questions can be identified in the problem 
formulation: “How did the US government stage Snowden as a threat to national security and why 
has the Snowden case raised questions about the legitimacy of the democratic society?” 
 
The second component relates to what Yin calls study propositions. A given case study implies a 
number of propositions, that are created, when examining the problem formulation, and they are 
essential for determining the focus of the project, both theoretically and empirically (Yin, 2003: 22). 
In this project, there are two propositions, as seen in the problem formulation, the first being that 
the US government does in fact stage Snowden as a threat, and the second being that questions 
about the legitimacy of the democratic society are now being raised as a result of Snowden’s leaks.  
 
The third component of case study is the “unit of the analysis” (Yin, 2003: 22). This relates to 
creating a clear picture of which elements the case consists of: the problem formulation must show 
a definite focus on one unit of analysis. This focus can be seen in this project, as both parts of the 
problem formulation concentrates on Snowden and his actions.  
 
The fourth component pertains to connect empirical data with the propositions of the case (Yin, 
2003: 26). A method for this, often used in case study, is ‘pattern matching’, where: “several pieces 
of information from the same case may be related to some theoretical proposition.” (Yin, 2003: 26). 
This method is used in the project, as the theory-based propositions are tested in relation to the case; 
the US’ reaction in the case is linked to neorealism and staging of Snowden and the questioning of 
the legitimacy of the democratic society is analysed through the theory of deliberative democracy. 
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Yin uses an example of pattern matching, where the researcher describes two patterns, and then 
reviews which pattern the data matches - having rival propositions (Yin, 2003: 26f). Instead, this 
project bases the patterns on the applied theories, and then reviews whether the data matches the 
pattern or not, thus using the strategy of “[r]elying on theoretical propositions” (Yin, 2003: 111). 
Yin says this strategy is used when the theoretical propositions shape the data collection and 
relevant analytic strategies (Yin, 2003: 112), which occurs in this project when collecting and 
analysing data to review the above mentioned theoretical propositions. 
 
The fifth and last component deals with “the criteria for interpreting a study’s findings” (Yin, 2003: 
27). In the method of pattern matching, it is crucial to review whether the data matches the pattern, 
and while there is no fixed method of setting these criteria, one can establish the quality of the 
project through tests of validity. These tests will be explained in the following section.  
 
5.4.1 Tests of validity 
According to Yin, four tests of validity are used for empirical social research, which includes case 
studies (Yin, 2003: 33f). These tests are as follows: 
“· Construct validity: establishing correct operational measure for the concepts being studied 
· Internal validity (for explanatory or causal studies only, and not for descriptive or exploratory 
studies): establishing a causal relationship, whereby certain conditions are shown to lead to other 
conditions, as distinguished from spurious relationships 
· External validity: establishing the domain to which a study’s findings can be generalized 
· Reliability: demonstrating that the operations of a study - such as the data collection procedures - 
can be repeated, with the same results.“ (Yin, 2003: 34) 
 
The first test, the construct validity, concerns showing that valid measures are used when studying a 
case (Yin, 2003: 35). This includes using several sources of evidence, establishing a chain of 
evidence and having the project reviewed by key informants. This project uses four transcripts of 
press briefings with either President Obama or his Press Secretary, and interviews with Edward 
Snowden and Noam Chomsky, which serve as the several pieces of evidence. Through analysing 
these documents, a chain of evidence is established. For obvious reasons, it was not possible to 
contact any key informants, as these have been either the White House or Edward Snowden.  
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The second test is the internal validity. This certain type of validity pertains to case studies that are 
causal or explanatory (Yin, 2003: 36). The case study of this project has an explanatory nature, as 
the problem formulation asks questions of how and why. The internal validity deals with 
demonstrating causal relationships; that particular conditions leads to other conditions (Yin, 2003: 
34). In this particular case, the hypothetical causal relationship of Snowden’s leaks with the US’s 
subsequent reactions puts into question the legitimacy of the democratic society that has been raised 
through this case.  
 
The third test is the external validity, which deals with generalisation of the findings in the case 
study (Yin, 2003: 37). It is important to note that case studies lean on analytical generalisation, as 
opposed to statistical generalisation, meaning that a particular set of results of a certain case study is 
used to generalise to a broader theory. This is partly done in this project, as the analysis tries to 
research the criticism of legitimacy that Snowden presents in the context of the broad democratic 
society.  
 
The fourth and final test is reliability. Here, it is important to make sure that if other researchers 
were to use the same methods, theories and empirical data as the case study uses, they would reach 
the same conclusions, which is crucial in order to eliminate any errors or bias (Yin, 2003: 37). In 
case studies, this means making sure that all procedures are documented, for later researches to use. 
This project includes sections on gathering of empirical data, selection of theory, etc. which shows 
the procedures of the case study openly. Through these sections, it should be possible to reproduce 
the procedures used.  
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5.5 Document analysis 
When conducting a case study as the methodological approach, document analysis can be used as a 
research method, as it is a qualitative research method that can be used to analyse documents 
concerning the case. Documents refer to any material that can be read, is not produced for the 
purpose of social research and is relevant for the analysis (Bryman, 2012: 543). A document has to 
be fixed in time and space, so it is possible to analyse the language, how statements are phrased and 
what opinions the sender is trying to convey to the reader; this includes transcripts of interviews, 
newspaper articles, official documents etc. (Lynggaard, 2010: 13). In this project transcripts of 
press briefings from the White House and an additional press conference hosted by President 
Barack Obama, are the main source of empirical data for the first part of the analysis. For the 
second part of the analysis, the main empirical data is a video of an interview that the newspaper the 
Guardian has conducted with Edward Snowden in Hong Kong, just after his arrival in June. As 
explained in the section on case study, the project has some theoretical prepositions, which affects 
the choice of empirical data, and this makes it relevant to use the document analysis, because the 
strength of this form of analysis is focused on identifying opinions and attitudes, which is referred 
to as ‘pattern matching’ in case studies. This is what the first part of the analysis is researching; the 
attitude of the US government. In the second part of the analysis, it is the opinion of Snowden and 
his view of surveillance and democracy that is the focal point.  
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5.6 Analysis Strategy 
The analysis is divided into two sections, where the Snowden case and the NSA surveillance will be 
analysed from both the governments’ and citizens’ perspectives. 
In the first part the Snowden case is analysed from the government perspective: its reaction and 
portrayal of Snowden, justification of the NSA surveillance asserting national security and US’s 
neorealist reality and Ulrich Beck’s World Risk Society. Theory of neorealism will be used in order 
to set the reality within which the state has acted, and to explain the reaction of the US government. 
While explaining the government perspective Press Secretary Jay Carney’s statements about 
Edward Snowden, his actions and the information about NSA in the leaked documents were used. 
Ulrich Beck’s theory of World Risk Society and staging of the risk will be incorporated. The 
environment of constant unpredictable risk enforces fear culture, and by using terrorism as a threat 
to the national security, the US government tries to legitimise the NSA surveillance. Using these 
statements the analysis will look at how Snowden has been staged as a risk to national security.   
The second part of the analysis examines the other side of the case: The public’s reaction to the 
surveillance, the US government’s violation of democratic rights and Edward Snowden’s 
motivations for leaking the documents with the help of the theory of deliberative democracy. Under 
the cover of national security, the government’s manipulation through the culture of fear will be 
analysed. Although it was discussed in the first part of the analysis using the concept of fear culture 
will be supportive in the second part of the analysis. Democracy will be the main theme in this part, 
and democratic values such as citizen rights, freedom of speech, privacy, transparency, the public 
sphere, and government accountability, are some of the main concepts that will be used to explain 
the motivations of Edward Snowden for leaking the documents. The reason for including 
Habermas’ deliberative democracy was its embracement of authentic deliberation with the citizens 
on the government policies. The core notions of the deliberative democracy such as freedom of 
speech, right of privacy, access to information will be utilized to clarify crossed boundaries by the 
government. Obstacles for the attainment of transparency such as limited access to information and 
keeping policies secret will be discussed. The leaks were made through the media which is a 
complementary entity in the public sphere according to Habermas. Noam Chomsky’s arguments 
will be included about the new information systems and their effects on the social and political 
processes.  
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6 Theoretical Framework 
 
6.1 Fear Culture 
The notion of fear has established itself as a dominant part of living in modern society. In day-to-
day life, we are constantly reminded of the dangers that surround us, a message perpetuated by 
politicians, experts and especially the media. As an example of this exposure, the use of the term “at 
risk” in British newspapers increased from 2.037 times in 1994 to 18.003 in 2000 (Furedi, 2006: 
xViii).  
Professor of Sociology Frank Furedi talks about what he calls a “culture of fear” in his book 
“Culture of Fear Revisited” from 2006. He argues that we live in a culture that encourages us to 
take precautions and discourages us from taking risks (Furedi, 2006: 9). He says that since 9/11 fear 
has taken a whole new territory, as it becomes interconnected with terrorism, and “normal hazards 
can be turned into exceptional threats by associating them with the actions of terrorists” (Furedi 
2006: 4) which then creates a free-floating fear dynamic (Furedi, 2006: 5).  
In a world where we feel that we are in constant danger, portraying something as a threat becomes 
easier, as anything could be a threat in the context of terrorism. This makes security one of the most 
important goals in our society. But this also leads to a world where security is promoted by fear and 
“[t]he promotion of fear and the propagandist manipulation of information is often justified on the 
grounds that it is a small price to pay to get a good message across to the public” (Furedi, 2006: 
33).  
 
This use of fear, in order to promote security, leads to a society where the legislatures try to create 
laws based on the fear of what might happen. Danish professor and author Peter Høilund deals with 
this development in his book “The Law of Fear”1 where he discusses the question: “should we 
sacrifice parts of our democracy in order to preserve it?” (Høilund, 2010:13). His argument is that 
in the later years we have seen examples of legislation where the cornerstones of our democracy, 
like privacy and the legal rights of the citizens, have been ignored or neglected in order to maintain 
security from threats like terrorism (Høilund, 2010, 14). He argues that our society’s culture of fear 
creates a state of emergency in the public discourse, which leads to a feeling of urgency in regards 
to forming legislation that can keep us safe us from the threats. According to Høilund, these “laws 
of urgency” are often adopted without any broad political discussion, thus making these laws free 
from interference and contradiction (Høilund, 2010: 21-22). Furthermore, Høilund notes how some 
                                                        
1 Freely translated from the danish title: ”Frygtens ret” 
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legislation ends up being based on “… a non-realised risk, the fear of a thought scenario, replacing 
the until now used perception that you’re innocent until proven otherwise in a courtroom. 
Legislation is made on account of what may happen and not what will possibly happen” (Høilund: 
2010, 12)
2
, which could also be said to be the case with post 9/11 anti-terror legislation in America.  
 
  
                                                        
2
 Freely translated from Høilund 2010, page 12, line 9-13 
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6.2 Castells and the Network Society 
Technological developments are at the core of the social structure of the world, and have enabled 
different changes. The industrial era has given way to the Network society, a society where 
knowledge is an important element embedded in technological development. According to Castells: 
"the conditions of knowledge generation and information processing have been substantially 
altered by a technological revolution centred on information processing, generating of knowledge 
and information technology"3 (Castells, 10.04.2002).  
The power of information is not new, but the relationship between information and technology is. 
New technological paradigms are changing the ways we process information and these changes are 
mainly happening through different tools one of which is the Internet. When interpreted as a 
cultural paradigm, the Internet generates a cultural change through the technological innovation it 
produces, requires, and gives rise to, and by creating "new cultural forms"4 (Castells, 10.04.2002). 
Therefore shaping the structure of the new network society is the combination and interaction of 
new technologies and the existing social organisation at large. The new technologies are enabling a 
system of networks, which is surpassing the limits that earlier network systems could not. In this 
respect, digital communication networks are the bases of the network society (Castells, 10.04.2002).  
Today’s network society is heterogeneous; as it is expressed differently in each society, according 
to historical background, institutions and cultures. The industrial revolution was also 
heterogeneous; its evolution differed from each country’s developmental pace, but always with the 
same purposes and tools. (Castells, 2005: 4) 
This is what characterizes the network society as a global society, the communication networks 
trespass national boundaries with trade networks of “capital, goods, services, labour, 
communication, information, science and technology” (Castells, 2005: 5). To describe the Network 
society and its changes, researching the dynamics, possibilities and structures that it offers becomes 
the most important tool. In this sense, the network society defined  
“in the simplest terms, is a social structure based on networks operated by information and 
communication technologies based in microelectronics and digital computer networks that 
generate, process, and distribute information on the basis of the knowledge accumulated in the 
nodes of the networks.”(Castells, 2005: 7). 
                                                        
3 Freely translated from Spanish. 
4 Freely translated from Spanish. 
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This is the reason why it is impossible to study the network system without looking at the social 
organisations, structures and practices that determine the shape of the network society (Castells, 
2005: 7). 
To begin with, we have the network's society economy or the “new economy” which refers to a new 
way of production, distribution and management. Indicating the effects of the new economy is an 
increase of the productivity resulting from three processes:  
“generation and diffusion of new microelectronics/digital technologies of information and 
communication, on the basis of scientific research and technological innovation; transformation of 
labour, with the growth of highly educated, autonomous labour force that is able to innovate and 
adapt to a constantly changing global and local economy; diffusion of a new form of organization 
around networking” (Castells, 2005: 8). 
At a point where these three phenomena are attained, companies build a business network that 
divides and decentralizes production, thus increasing productivity. To function, the network 
economy system requires an increasingly flexible labour market and a work force adaptable to 
being re-trained regularly.  
 
6.2.1 Social Relations in the Network Society 
The social relations are changing in the network society as it moves towards a hyper social society. 
Supported by communication technologies, society has become an organised network of integrated 
individuals. A new communication system has appeared, where media communication acts as a 
connection between organisations and institutions and communities of individuals. Communication 
systems are characterised as several mediums, including television, written press, radio, etc., around 
the world, of both local and global scale (Castells, 2005: 12). But in the network society, the mass 
media system is becoming out-dated. With the rise of the Internet, the communication systems have 
turned into a “fragmented multimedia system” with the increasing interconnectedness of social 
communication. The Internet offers the opportunity to spread information all around the world, and 
this information is usually published by individuals, or groups of individuals in a horizontal 
communication network, consequently bypassing the media industry. These ideas culminate in what 
Castells names “self-directed mass communication”.  (Castells, 2005: 13) 
By this, the network society reaches almost all the spheres of life, creating integrated networks in 
the different realms of production, distribution, information, power, and communication systems 
among others. Thus, the role information plays in the network society appears to be its most 
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defining element, as the most important developments in the network society are related with the 
generation of information and the way it is processed and transmitted (Castells, 10.04.2002). 
Consequently, today’s network society is marked by and has developed through a technological 
revolution. In addition, social development is paved by the extent to which states can adapt and 
have adapted to these technological advances. This determines their achievements or failures in 
greater productivity, flexibility, political participation and accountability among others. Castells 
says: “The availability and use of information and communication technologies are a pre-requisite 
for economic and social development in our world. They are the functional equivalent of electricity 
in the industrial era.”(Castells, 1999: 3) Therefore, information and communication technologies 
are the generators of economic and social development. These have become crucial to societal 
development and require a set of globally connected networks. The inseparable relationship 
between socio-economic development and the informational needs of the network economy, create 
a necessity for “an inter-related system of flexible organizations and information-oriented 
institutions” (Castells, 1999: 4). Given the implied technological complexity, these networks 
determine the organisation of a globally interconnected system. Network organisation allows for the 
flexibility, decentralisation and technical innovation required by globalisation.   
 
6.2.2 Politics in the Network Society 
Politics are largely influenced by the communication systems. The media and information systems 
usually tend to influence and reflect the opinions of people as well as their political behaviour. 
Therefore as the communication network changes, politics are influenced by this change. Before the 
Internet, mass media was and remains the leading tool for generating influence on public opinion; 
television is the most important weapon in this process. This influential mechanism works by 
directing public attention with the absence or presence of messages (Castells, 2005: 14).  
In respect to the process of globalisation, it has been clearly iterated that the network society is a 
crucial part of the global world. This means a challenge to the global way of approaching politics 
and democracy, as the network society goes beyond the borders of the nation-state. As the most 
important core of power, the state is being increasingly constricted by globalisation in the way it 
challenges state sovereignty. However, nation-states are adapting by sharing sovereignty in new 
networks of nation states, such as deciding upon global policies. Interdependence is now a globally 
undeniable fact. This does not mean that the nation state is disappearing nor that it is going to 
disappear, in the network society “Governance is operated in a network of political institutions that 
shares sovereignty in various degrees and reconfigures itself in a variable geopolitical geometry” 
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(Castells, 2005: 15). Castells calls this the network state, which is in response to the contradiction 
between nation state and globalisation. Nation states are entering a process that is changing the way 
political management, representation and domination are organized. (Castells, 2005: 15) 
Governments try to adapt the new technologies into their structures to increase the legitimacy 
required to be “able to act, to recruit, to persuade citizens to share information and so on” 
(Mulgan, 2005: 226). This tendency seems to show in the global scale taken by discourse between 
government and citizens, especially when concerning the forming of legislation to do with freedom 
of information.  
 
Regarding the control of the information flows of governments, especially on the Internet, the new 
communication and information technologies have opened up a new set of possibilities; allowing 
the tremendous possibility for both controlling and subverting control. Global Internet access is 
therefore directly paired with one of the most dualist characteristics of globalisation: the 
coexistence of the global and the local. The Internet is a product of globalisation, but its access is 
through local based servers. It is at this level that governments can establish control and influence 
into the network, through the control of information flows within servers. However, due to the 
global character of the information networks, equal opportunity is implied to subvert that control 
through the locating of servers outside national control. Hence, governmental control of information 
flows in the network society (mostly through the Internet) is oriented towards monitoring and 
punishment of ‘inappropriate’ individual use of the information, and realized through various 
control technologies. 
Castells talks about three different control technologies; identification technologies, surveillance 
technologies and research technologies. (Castells, 2002) The interest of this project is concerned 
with the second of these. The identification technologies are focused towards controlling access of 
information that has access to which information and through which channels. In the Internet, 
cookies (a tool for registering access to websites and to locate the user accessing it) are the main 
instruments (Castells, 2002). The surveillance technologies are used for controlling and monitoring 
the communication traversing the network, intercepting messages of users and investigating the 
storage of information and in controlling the Internet use of some “suspicious” keywords or the use 
of particular servers. This surveillance extends from the Internet to all communication and 
information technologies developed in the network society (like mobile phones, phone calls and 
text messages). Finally, there are research technologies, which are complementary to the 
surveillance technologies as they are the next step in the process of controlling the flows of 
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information. These technologies are being used in the analysis of information collected in databases 
by the surveillance technologies. The result of this is the creation of profiles for Internet users with 
sets of characteristics; how they use the networks, the information and the communication 
technologies, their habits, their interests, the information that those users had access to and are few 
of a long list if profiling. The combination of these three control technologies creates a massive 
index of databases that provide the governments with the instruments to monitor the users of 
information and communication networks. (Castells, 2002) 
Therefore, the networks get more and more complex in the struggle between users and governments 
for the use of information and communication technologies in the fight for freedom of privacy 
versus their control. New ways of avoiding this control appear almost daily and conversely, so do 
the new ways of control. This struggle concerns the historical debate present in balancing between 
security and freedom, but in the context of the new elements developed in the network society. 
Governments and corporations try to protect information property through the regulative power of 
the laws and, consequently, the repression of the users. While, at the same time, the users of 
information and communication technologies, in an attempt to protect their freedom and privacy 
develop mechanism to protect themselves using technological innovation. 
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6.3 Neorealism 
Neorealism, lead by the ideas of Kenneth Waltz, argues that the international structures are defined 
by the anarchical system that it works within (Jackson 2013: 79). In realism, as in neorealism, there 
are three core principles:  
 
 In international politics states are the most important actors  
 Military power through direct use or as a threat is the most effective tool 
 Security is the most important goal and dominates the economic and social  
 (Keohane & Nye, 2011: 19).  
 
Waltz argues that a theory that deals with international relations should be systemic and take into 
account the surroundings of the state. He stresses that the focus within a theory of international 
relations should be “…on the structure of the system, on its interacting units, and on the continuities 
and changes of the system” (Jackson 2013: 79) 
The units, or the actors, in international politics are usually the states, in the case of this project the 
US.  The system is made out of these interaction units and is subject to a certain structure. So the 
system can be seen as the power relations between two or more states. In this project the system 
will refer to the power that the US has in relation to the entire global society.  In contrast to realism, 
where the focus is on the state as an actor, in neorealism, Waltz argues that the states actions are 
dictated by the structure of the system. He says that this structure varies according to three 
dimensions: “their ordering principles, the specifications of functions of formally differentiated 
parts and relative capability (or power) of the units themselves” (Keohane 1986: 14).  
According to Waltz, the two first dimensions of the structure will be predetermined, which means 
that the third dimension, the relative power and capability of the states, is what varies within the 
structure. This relative capability or power refers to the relativity in how the state perceives itself 
and the other states perceive it. Furthermore Waltz, claims that states will take the actions that best 
ensure their interests (Jackson 2013: 81), which in international relations defined by the anarchical 
structure, means that states all seek the same: their survival and power. 
 
One of the most decisive reasons for changes in the structure is war, but in this project, the 
anticipated consequences of Snowden’s leaks are what could affect the structure. As states cannot 
foresee the intentions of other states, it creates a lack of trust between states, and requires states to 
take precautions against potential losses of power that could threaten their survival. In the case of 
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this project, Snowden’s actions could potentially mean a loss of power for the US, as it threatens a 
basic principle of power: intelligence information. As the full implications of his leaks have not yet 
fully unfolded, there is no way to foresee if they will – but the state must still take the necessary 
precautions.  
 
Even though Waltz argues for a focus on the structure, he still argues that the units and the system 
could be reasons for change. He writes that:  
 
”One can believe that some causes of international outcomes are located at the level of the 
interacting units. Since variations in presumed causes do not correspond very closely to variations 
in observed outcomes, however, one has to believe that some causes are located at a different level 
as well” (Waltz, 1986: 55f).  
 
So when the US, as a unit, acts according to a belief that Snowden’s leaks could cause a change in 
the structure, the anticipated loss of power on their behalf, consequently might change the structure.  
 
Waltz says the theory of neorealism is a “problem-solving” theory, meaning that the goal of the 
theory is to explain and understand the world and the events taking place within it (Waltz 1986: 
341), which is in contrast to other realist theorists that seek to create a universal theory (Keohane, 
1986: 13). In the project, the theory will be used to explain and understand the event of the 
Snowden case, and how the state has acted. It will be used to look at whether the state acts in fear of 
the potential change in their relative power, in the way they have treated the Snowden case.  
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6.4 Beck and the World Risk Society 
When talking about fear and the notion of risk, German sociologist Ulrich Beck is a main 
theoretical contributor. When using Beck’s risk society it is important to distinguish between his 
initial idea with risk society from 1986 and the edited version he published in 2009. The original 
theory is based on the change in the Western society following the rapid industrial and 
technological development over the past centuries where the judgement of science had replaced 
tradition, leading to an increased feeling of uncertainty about the world (Beck, 2009: 6). This 
uncertainty led to what Beck coined the “risk society”. A society, that after a long and successful 
modernization and technological development, now struggles with the unintended side effects these 
have caused. (Beck, 2009: 9).  The issue of global warming is a good example of such a threat or 
risk – it is manmade as a result of the industrial development and was unforeseeable at the time the 
development started, which makes it a result of chance combined with past decisions, and was in no 
way intentional (Beck, 2009: 8). Beck focuses on the fact that risks are a result of chance and 
therefore are highly incalculable. As he explains risk society: “It thematizes the process of 
problematizing the assumption that it is possible to control and compensate for industrially 
generated insecurities and dangers, an assumption which is central to risk contract.” (Beck, 2009: 
7). 
 
We now live in a state of self-inflicted insecurity where we have to make decisions about the future, 
and where it is not possible for us to control the dangers and consequences of modernity. Basically 
we are dealing with the side effects of successful modernisation (Beck, 2009: 8). Beck argues that 
fear has a great effect on how people perceive the world, “Fear determines the attitude towards life, 
security is displacing freedom and equality from the highest position on the scale of values. The 
result is a tightening of laws, a seemingly rational ‘totalitarianism of defence against threats’.” 
(Beck, 2009: 8-9). So the argument becomes that every citizen in society should be grateful when 
being subjected to surveillance and being scanned and videotaped, because it is for the citizen’s 
own safety. In that sense security is becoming a consumer good, which is getting more and more 
profitable (Beck, 2009: 9).     
 
6.4.1 World Risk Society 
After 9/11, Beck found it necessary to rethink his theory of risk society, even though he already 
thought the initial theory had partly managed to foresee how the world would develop. Beck chose 
to name this world risk society. This points to the increased processes of globalisation and how new 
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kinds of risks are no longer confined to a specific geographical area, but affect all of us. They are 
democratic, in the sense that there is no distinction between rich or poor, old or young, man or 
woman. Risks do not respect any national borders and can therefore move all over the world (Beck, 
2006: 334). All in all, risks do not discriminate. More over the risks we face today are increasingly 
incalculable; it gets harder and harder to foresee the consequences of them in the long run. It is 
difficult to anticipate what cannot be anticipated (Beck, 2006: 329). It all comes down to 
hypothetical risks, which are influenced by the fact that it is impossible to know what will happen 
in the future (Beck, 2006: 334). His last main point that distinguishes world risk society from risk 
society is that the risks today are non-compensable. We want to make every risk as calculable and 
controllable as possible, but it is clear that risks today are so far-reaching and damaging that they 
cannot be reversed anymore. They are becoming irreversible, like climate changes. This introduces 
the concept of ‘precaution though prevention’, and trying to consider risks that have not yet been 
proven, and have reached a point where prevention is one of the major concerns (Beck, 2006: 334).   
 
Furthermore when discussing risk and world risk society, Beck cites that it is important to 
distinguish between risks and catastrophes. As Beck stresses risk is not the same as catastrophe, but 
rather anticipation of the catastrophe, meaning that the risk presents a version of the world that does 
not yet exist, but may come to be in the future. The moment a risk becomes real it is no longer a 
risk, but instead a catastrophe (Beck, 2009:9). Risks move on, they do not disappear, when one risk 
has turned into a catastrophe it is already somewhere else in anticipation of new attacks, wars etc. 
(Beck, 2006: 332) Risks are possible future events, that may occur and threaten us, but as this 
possible danger takes home inside our heads and influence our actions it becomes, in the words of 
Beck: “… a political force that transforms the world” (Beck, 2009:10). This has a crucial effect on 
our society carrying the potential for future risks begin to play a significant role in shaping new 
policies, so as Beck say risks are of great importance, “Risks are always future events that may 
occur, that threatens us.” (Beck, 2009: 9).  
 
In regard to this Beck concerns himself with in how some risks then become recognised and 
accepted risks, what fears will come true and be perceived as actual threats and how these risks are 
manufactured. As he explains: “Without techniques of visualization, without symbolic forms, 
without mass media, etc., risks are nothing at all.” (Beck, 2006: 332).  
This leads Beck to introducing the concept of ‘staging of risk’, explaining that it is only through 
imagining or staging the risk that possible future catastrophes become present (Beck, 2009: 10). 
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What the people perceive as a risk is not necessarily the most pressing risk, but what their 
government and the experts manage to stage as the most threatening and real risk or threat: “To 
exaggerate somewhat: it is not the terrorist act, but the global staging of the act and the political 
anticipations, actions and reactions in response to the staging which are destroying the Western 
institutions of freedom and democracy” (Beck, 2009: 10). In other words the restrictions on 
individual liberties (surveillance, legal rights, etc.) are not as much a reaction to previous events, as 
they are attempts to prevent future occurrences of such events. Citizens seem to prioritize security 
over freedom more and more, and readily accept the threat of terror as a reason to cut down on our 
civil rights (Beck, 2006: 341). The same reasoning is behind the continuing climate debate; it is an 
attempt to prevent climate change (Beck, 2009: 10). The concept of staging risks is also one of the 
concepts that go beyond the original idea of risk society. Governments all over the world share a 
great responsibility of how risks are perceived by citizens because they decide how to present risks 
to the citizens and how dangerous and threatening they make them seem. An example of this can be 
former President George W. Bush’s articulation of the “war on terror” (Beck, 2009: 11). This also 
put emphasis on the fact that power is needed to be able to define risks, that risk defining is a game 
of power. So if citizens do not have the opportunity or the power to define their own risks, they will 
have to agree to the risks, which the government stages (Beck, 2006: 333).   
Relating this to the Snowden case, the US government might have an interest in staging Snowden as 
a risk, in order to make its argument about national security. The analysis will utilize the idea of 
staging in order to uncover whether the state has staged Snowden as a risk, as the problem 
formulation assumes, and if so, through which means and what arguments.  
 
Another aspect that influences how one sees risk is cultural perception. Dependent on from what 
culture or geographical location, people have different perspectives on risk (Beck, 2009: 12). 
Something might seem like a great risk somewhere and might not even be a subject of discussion 
elsewhere. States are important actors in the world risk society and “guaranteeing the security of its 
citizens is one of its pre-eminent tasks” (Beck, 2009: 11). Whatever seems to be the dominating risk 
for a specific country is what drives government focus, because that is what is significant for their 
citizens, and therefore for the government. In accordance with cultural perception of risk there can 
also be a line drawn to staging of risk. Different risks become real in different ways in different 
places (Beck, 2009: 13). Many conflicts are created when having to deal with risks on a global 
scale, considering that every country has a different perception of risk and in that sense different 
perception of reality. This causes conflicts, especially when trying to respond to these global risks 
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and trying to find solutions to them, which is increasingly becoming necessary if long-term 
solutions are to be found (Beck, 2009: 12). This point is clear as Beck writes: “Risks do not have 
any abstract existence in themselves. They require reality in the contradictory judgements of groups 
and populations.” (Beck, 2009: 13). So risks need to be staged to be perceived as existing, and they 
need to be staged in a certain reality of the people, who need to accept them. That is also why some 
states get away with not reacting in relation to specific problems; they use the concept of ‘not-
knowing’, which gives them a chance to not see a specific problem as a risk. States use this strategy 
a lot, which is dangerous, because by ignoring certain problems or not letting the citizens know, the 
scope of the risks will grow. When the main focus is on security and control, because of the 
production of “insuperable manufactured uncertainties” (Beck, 2006: 335), ‘not-knowing’ cancels 
the previously known rule systems of international and national society. Beck explains, “The 
ignorance of the globalization of risk increases the globalization of risk” (Beck, 2006: 330). Many 
big decisions on foreign affairs or for the sake of national security are based on the foundation of 
basically no certain information (Beck, 2006: 335). Governments have learnt that it is better to 
overreact than to underestimate threats, and this is becoming one of the ground rules when it comes 
to security policies (Beck, 2006: 336). There is a development towards less and less trust in the state 
and their ability to deal properly with the global risks, which makes them seem inefficient and at 
times counterproductive (Beck, 2006: 337). Governments find it harder and harder to find the right 
answer and make the right decisions, which basically make them into sources of risks as well a part 
of the problem they are supposed to solve (Beck, 2006: 336). A consequence of this overreaction is 
the expenditure on military material that has a very high priority compared to the expenditure on 
helping the citizens with social services etc. (Beck, 2006: 342).    
States are in a challenging position, considering that, “Manufactured uncertainty (knowledge), 
insecurity (welfare state) and lack of safety (violence) undermine and reaffirm state power beyond 
democratic legitimacy.” (Beck, 2006: 345).  
Considering Snowden, it is relevant to know how the state has staged Snowden as a risk, in order to 
see what risks they perceive to be important. Staging Snowden as a risk, like Beck writes, creates 
the risk, whereas the other risks, which might be contained in his leaks, might be forgotten. 
In the world risk society there are three global risks: environmental crises, global financial risks and 
terrorist threats (Beck, 2009: 13). The latter is different from the first two, because it places purpose 
over chance. The other two are side effects caused by decisions made in the process of 
modernization. Beck calls this threat of terrorism ‘the new terrorism’ and notes how it is different 
from the other risks because intent replaces the unintended (Beck, 2009: 14). Terrorist attacks are 
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not unwanted and unintended side effects of industrialisation, but planned attacks carried out with 
evil intent. According to Beck, this forms a new challenge for risk assessments where suddenly, 
new parameters like intent and possible malicious uses have to be taken into account when it comes 
to new technological developments. This means that in developing new technologies, 
considerations as to how a terrorist or a person with malintent would think should play an important 
role, in order to in the best possible way protect the people from these threats (Beck, 2009: 14).      
We have to think the unthinkable in order to prepare ourselves for this, but in the process of staging 
the worst possible threats, these might become real and be used by actual terrorists to execute 
suicidal terrorist attacks. All this can ultimately pose a serious threat to the foundation of freedom 
and democracy (Beck, 2009: 14).  
In the analysis, it will be examined how the risk of terrorism plays a role in the Snowden case, and 
how the state uses it to stage Snowden as a risk.   
 
If we see risks as omnipresent in our society today, meaning that we live in a world risk society, 
there are three possible ways to react to risks: denial, apathy or transformation. Beck explains them 
this way: “The first is largely inscribed in modern culture, the second resembles post-modern 
nihilism, the third is the ‘cosmopolitan moment’ of world risk society.” (Beck, 2006: 331). When 
there is danger and a high level of risks, this also presents a moment where action and actually 
changing the current situation is possible. There is a chance for a new beginning, an opportunity for 
reformulating the paradigm of society, which is now influenced by irrationality (Beck, 2006: 331).  
One of the issues with the risk of terrorist attacks is the presumption that it is only certain groups of 
people who would perform actions like this, and this results in certain people or groups being made 
into ‘risk persons’ or ‘risk groups’ (Beck, 2009: 16). This has great consequences for these people 
or groups because downgraded to ‘non-persons’, and have many of their basic rights threatened. 
This point is also important for Beck, “Risk divides, excludes and stigmatizes.” (Beck, 2009: 16). 
In relation to the Snowden case, it will be relevant to then see if the state acts with a transformation-
approach, and whether their staging of Snowden has made him into a ‘risk person’.   
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6.5 Deliberative Democracy 
Democracy is “control by the people”, as it applies to all in society; the concept of democracy must 
therefore rely upon several basic principles in order to succeed. The first principle of democracy is 
based upon an inherent equality between citizens, which means that everyone should be treated with 
absolute uniformity and with a complete absence of all forms of discrimination. The second 
principle is built upon the individual’s right to self-determination, which as a negative notion of 
freedom encourages the absence of force and the misuse of power. (Cunningham, 2002: 248) 
Finally, democracy builds upon the principal of equal opportunity, which, as a positive notion of 
freedom, ensures that all citizens are furnished with enough resources for them to be able to 
function in society. If there is too big a gap between the various social strata of a society it will have 
a negative effect on the entire democracy (Danish Association for International Co-operation, n.d.). 
If we need to make a broad definition of democracy; people have the right to choose their leaders 
by way of free and equal process, and that all adults have the right to vote. In addition to this all 
adults should also have the right to run for parliament or any other type of legislative body. There 
should be the right of free speech and the right to organise. All non-governmental information 
should also be freely available and accessible to all. The broad definition doesn’t just concentrate 
on whether or not formal rules and conditions are observed; the goals of democracy are also of 
interest. It is also important to observe whether or not the democratic effort has been successful 
(Danish Association for International Co-operation, n.d.). Equal opportunity and social rights are of 
particular interest, as are: political amenability, security for citizens and the fight against corruption. 
Democracy is giving people the opportunity to act, to refuse to work or live in unacceptable 
conditions, and the freedom to make choices regarding their lives. It stands for self-government and 
human autonomy, for participating in decisions that affect our lives. We often think about 
democracy only as a political system where we elect those who will make laws that affect us. 
Therefore we have to know when decisions taken by the state are going to affect us in ways that 
differ from the official organisational discourse. (Vanderckhove, 2011)  
Among modern political theorists there are several conceptions of the fundamental rationale for 
democracy (Springer, 2011: 545). However, the focus of this project will be directed into the 
principles of deliberative democracy. 
Jürgen Habermas is the leading scholar of the second generation of the Frankfurt School, a group of 
philosophers, cultural critics and social scientists associated with the Institute for Social Research, 
founded in Frankfurt in 1929. The Frankfurt School is best known for its program of developing a 
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“critical theory of society”. The ultimate goal of critical theory is to link theory and practice, to 
provide insight, and to empower subjects to change their oppressive circumstances and achieve 
human emancipation, and a rational society that satisfies human needs and power (Stickle, n.d.)  
Deliberative democracy or discursive democracy is a form of democracy in which deliberation is 
the core element in decision making. Authentic deliberation, not just mere voting, is what makes 
this type of democracy different from other democratic theories. Also deliberation is the primary 
source of legitimacy for the law.  
“According to Habermas, deliberative democracy rests on the core notion of citizens and their 
representatives deliberating about public problems and solutions under conditions that are 
conducive to reasoned reflection and refined public judgment; a mutual willingness to understand 
the values, perspectives, and interests of others.” (Shahramnia, 2012: 25) 
Searching for mutually acceptable solutions, and trying to use different perspectives of the citizens, 
establishes more salutary relations not only with the government but also within the public sphere. 
Habermas outlines a concept of discourse as a debate where proposals are critically tested; 
information shared in an inclusive and public way, where no one is excluded and all have equal 
opportunities to enter the debate and take part. (Fleming, 2000: 5) 
Debates on the policies need to be free of both external and internal coercion so that everyone has 
equal opportunity to make contributions, criticise and suggest proposals. As well as to render a 
decision motivated only by the unforced force of a better argument, this means having to accept the 
objectively better argument. These deliberations also include the interpretation of needs and wants 
(Habermas, 1996: 305).  
The importance of deliberation is enabling groups of citizens to come together in a non-coercive 
environment to learn about, discuss, and ultimately render their recommendations for action to 
public officials. During deliberation, participants converse with one another and think critically 
about the options, which widen their perspectives, understandings and opinions. These kinds of 
thoughtful policy forums directly influence agency policies and programs.  
During deliberation individuals or organisations state their viewpoints. There are several models for 
exchange of information such as both online and face-to-face surveys, public comment periods and 
so on. Collecting these views to serve the public opinion is the duty of the government. Deliberation 
enables citizen engagement in the system and participants sharing certain opinions about state 
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policies improve the relationship between the state and the citizens. Better policy recommendations 
on government policies make citizens more confident in decisions regarding their lives. By 
deliberation and friction, competition between interests can be reduced. During this process citizens 
experience greater satisfaction (Lukensmeyer, 2006: 21).   
Formulated by Professor Carolyn Lukensmeyer, in accordance with Habermas’ theory, the principal 
advantages of democratic deliberation are: 
“1. Citizen participation in policy formulation and decision making can reduce conflict.  
2. Deliberative citizen participation can lead to better, longer lasting, and wiser policy choices. 
3. Citizen involvement in decision making is something governments should do. 
4. Deliberation builds citizen competence. 
5. Citizen participation cultivates mutual understanding; builds bonds of trust among citizens, 
decision makers, and governing institutions; and can effect changes in political attitudes and 
behaviour” (Lukensmeyer, 2006: 21). 
Democratic deliberation has power to operate in both positive enabling and negative constraining 
ways. The deliberative model theorises and promotes the positive power of communication: the 
‘force’ of the better argument in the transformation of private subjects into critical-reflexive citizens 
and in the rational resolution of disputes (Habermas, 1984: 25). The deliberative democrat is also 
very concerned about negative power limiting rational communication: for instance, direct coercion 
(such as identity-based discrimination or state and corporate surveillance); or the constraints placed 
on some actors to fully participate in argumentation due to their lack of social, cultural and 
economic capital. “Yet the deliberative model must itself draw on a sense of negative power in 
order to block some forms of positive and negative power: the deliberative model must rule against 
instrumental rationality and coercion.” (Dahlberg, 2007: 52) 
6.5.1 Civil Society and Public Sphere 
Civil society broadly refers to the formal and informal associations and networks in society, which 
exist outside the state. Civil society is distinct from the state and the economy “includes all 
institutions and associational forms that require communicative interaction for their reproduction 
and that rely primarily on processes of social integration for coordinating action within their 
boundaries” (Cohen et. al., 1992: 429). Civil society is best conceptualised in spatial terms as an 
“arena” where distinct “kinds of activities” occur across a range of private, political and civic 
associations and networks (Young, 2000: 160). One of civil society’s defining features is its 
capacity to ‘self-organise’, that is, to “develop communicative interactions that support identities, 
expand participatory possibilities and create networks of solidarity” (Young, 2000: 163). Under 
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this definition civil society embraces the private sphere of families as well as associations, social 
movements and other forms of public communication, such as the media. The concept of civil 
society relates to Habermas’ idea of deliberative democracy, in that the civil society is the main 
actor in the public sphere. 
The public sphere concept developed by Jürgen Habermas, is a realm within social life in which 
public opinion can be formed and which is accessible to all. The public sphere, according 
to Habermas, “is a product of democracy.” (The Cultural Studies Reader, 19.09.2011). It is blind to 
class positions and there is a mutual will to take part in matters that have a general interest 
according to Habermas. 
For Habermas, “the concept of "public opinion" is the control and criticism of organised political 
authority which is officially manifested by the public come elections” (Habermas, 1964: 49-55). 
Habermas sees the liberal model of the public sphere as something which is unprecedented in 
history. New tools for trading public opinion appeared with the transformation in the information 
systems. Habermas claims that the public sphere was formed when journalism became a public 
institution with the aim of promoting public debate. “Only after the establishment of a democratic-
bourgeois constitution could newspapers deal with public opinion for the purpose of commerce and 
not only for taking sides in a social-political debate.” (The Cultural Studies Reader, 19.09.2011). 
In the past, publicity was used to subject people or political decisions to the public. Today the 
public sphere is recruited for the use of hidden policies by interest groups (The Cultural Study 
Reader, 19.09.2011). Habermas argues that the principles of the public sphere are weakening in the 
20
th
 century due to the fact that the public is no longer made out of masses of individuals but of 
organized people that are institutionally exerting their influence on the public sphere (The Cultural 
Study Reader, 19.09.2011). 
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7 Context 
7.1 Historical Context 
When analysing the Snowden case, it is important to outline the historical context or background 
for the events leading up to the leaks. This will be done, primarily by looking at the changes in the 
world the last 25 years and the major events leading to the change.  
Starting with the fall of the Berlin Wall in 1989 and the following dissolution of the Soviet Union in 
1991, it can be argued that the world changed and a new world order was issued.  According to 
Professor Muzaffer Yilmaz, the world went from a bipolar world order with the two superpowers, 
the United States and the Soviet Union, to a more multipolar or even unipolar system with the 
United States on top as the sole remaining superpower (Yilmaz, 03.09.2009). More important for 
this project is the change in the perception of the enemy for the US after the end of the Cold War. 
During the Cold War the concept of who the enemy was, was clear, and the main enemy was the 
opposing superpower; the Soviet Union and their ideology, communism. After the end of the Cold 
War, this perception of the enemy became more diverse, unpredictable and confusing. The change 
from a bipolar world system to a more multipolar system also gave rise to a series of new types of 
conflicts and threats.  
Another source of conflict that has become more prominent after the Cold War is clashes of 
religion. Religious fundamentalism or militarism has been on the rise and have laid the foundation 
for a number of violent conflicts (Yilmaz, 30.09.2009). Finally there is the threat of terrorism, 
which also existed in various forms during the Cold War.  However, the threat of terrorism has 
become more prominent after the end of the Cold War and is often used to promote the beforehand 
mentioned issues of politics, ethnicity and more often than not as religion (Yilmaz, 30.09.2009).  
Terrorism has especially been considered a serious threat in the international society after the terror 
attacks on the United States on September 11
th
 2001, where Islamic terrorists hi-jacked four 
airplanes and flew two of them into the World Trade Center in New York and one into the Pentagon 
killing 2977 people (CNN, 27.07.2013), thereby catapulting the acts of terrorists to the top priority 
on the list of the biggest threats to the US. A fact that became evident already nine days after the 
attack when the former President Bush in an address to the congress declared what was dubbed “a 
war on terror”:“… our enemy is a radical network of terrorists and every government that supports 
them (…) Our war on terror begins with al-Qaeda, but it does not end there. It will not end until 
every terrorist group of global reach, has been found, stopped and defeated” (ABC News, 
23.06.2010: 7 min. 6 sec.). This war on terror takes place on two different scales. One was in the 
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open, with invasions of Afghanistan and later Iraq. Another was behind the scenes with a 
remarkable change in the US’ attitude towards preparing for threats and what means they have used 
to prevent threats, resulting in a vast increase in surveillance and the possibilities and activities from 
government agencies such as the NSA.  
Starting with the wars in Afghanistan and Iraq, these are the most evident and easily observable 
consequences of the attacks on September 11
th
 2001. The Afghan Taliban government is widely 
recognised as having sheltered and aided al-Qaeda (Stanford University, n.d.) and the US invasion 
of Afghanistan in October 2001 (BBC, 24.11.2013), stands in direct relation to the 9/11 attacks and 
reflects the first step in the war on terrorism and the governments supporting them as mentioned by 
President Bush. Some of the same themes apply to the US invasion of Iraq in March 2003. Even 
though there was no evidence justifying the need to invade Iraq, the US defied UN consensus, and 
invaded Iraq making the link to the US war on terror clear. (MacAskill et.al. 16.09.2004) As stated 
by Bush: 
"The people of the United States and our friends and allies will not live at the mercy of an outlaw 
regime that threatens the peace with weapons of mass murder. We will meet that threat now (…) so 
that we do not have to meet it later with armies of fire fighters and police and doctors on the streets 
of our cities" (Time, 19.03.2010). 
Apart from the evident consequences of 9/11 in the form of wars, the terror attacks also had an 
enormous impact on another battlefield: that of security and intelligence. On October 26
th
 2001 the 
US passed ‘the USA PATRIOT Act’, a law aimed at helping in the prevention of possible terrorist 
attacks in the future. The act enhanced the tools of the intelligence agencies to take drastic measures 
for counterterrorism, giving them the authority to register, keep surveillance of, and monitor people 
suspected of planning or supporting terrorist actions in the US. It also made interaction, cooperation 
and sharing of information between government agencies easier (Department of Justice, n.d.).  
Another measure that has been taken in the government’s fight against terrorism was the creation of 
the Department of Homeland Security, an act “largely transforming and realigning the current 
confusing patchwork of government activities into a single department whose primary mission is to 
protect our homeland” (Bush, 2002: 1). This is done by dividing the massive amount of 
government branches and agencies into four divisions, each having a certain focus, thereby 
structuring and streamlining the government effort against terrorism (Bush, 2002: 2). 
According to the ”Homeland Security Act”, one of these departments had the purpose to gather and 
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analyse intelligence and information. This was supposed to gather and analyse comes from multiple 
sources such as government agencies; CIA, FBI and NSA (Bush, 2002: 4). And it is especially the 
excess of the measures taken by the NSA in gathering of intelligence and information for analysis. 
This is the focal point of the Snowden case and the leaks made by Snowden.  
 
  
Page 42 of 95 
 
7.2 The NSA 
The National Security Agency was founded during the Cold war in 1952 under the directive of 
President Harry Truman, as a consequence of the success in decoding German and Japanese code 
during the Second World War (National Security Agency, 13.01.2011). In 1972, the Central 
Security Service (CSS), an intelligence agency including all departments of the US army, was 
established, and now works side-by-side with NSA (National Security Agency, 13.01.2011). The 
NSA has since become one of the main national intelligence defence agencies at the service of the 
US government (National Security Agency, 14.12.2012).  
The director of the NSA and Chief of the CSS Keith Alexander has said about the NSA: 
“The majority of our nation's intelligence for counterterrorism, hard targets and support to military 
operations comes from the National Security Agency/Central Security Service. For the good of the 
nation, it is imperative that NSA/CSS maintain its cryptologic superiority.” (National Security 
Agency, 29.11.2011) 
In 1981, the NSA’s tasks were defined as:  
 Collecting intelligence information and data in order to perform national missions for 
foreign intelligence (National Security Agency, 15.04.2011). 
 Conduct the task of manager for the National Security Systems, under the Secretary of 
Defence (National Security Agency, 15.04.2011). 
 Define the regulations on the operations in process. This included the administrating the 
signals intelligence and communications security material (National Security Agency, 
15.04.2011). 
 
The signals intelligence, known as SIGINT, entails gathering information from foreign intelligence 
systems, for aiding missions performed by the US government, including military missions, crime 
and narcotics prevention, diplomacy, etc. (National Security Agency, 09.09.2011). Communications 
security material refers to encryptions of both classified and unclassified military information. 
 
After 9/11, the sudden and very evident threat to national security propelled the government into 
taking immediate actions towards counter-terrorism. As mentioned, former President Bush declared 
a ‘War on Terror’, and the Patriot Act was passed, followed by several other pieces of anti-
terrorism legislation. In 2008, the NSA’s tasks were expanded: 
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 The Intelligence Reform and Terrorism Prevention Act of 2004 had to be aligned with the 
defined tasks from 1981 (National Security Agency, 15.04.2011). 
 The propositions from the 9/11 and Weapons of Mass Destruction Commissions had to be 
implemented (National Security Agency, 15.04.2011). 
 Integrating the different executive intelligence agencies in the US in an Intelligence 
Community, making of the Director of National Intelligence the head of the Community 
(National Security Agency, 15.04.2011). 
 Reinforcing the protection of privacy and civil liberties (National Security Agency, 
15.04.2011). 
 
7.2.1 Snowden’s Leaks 
When Edward Snowden leaked classified documents from the NSA, he revealed operations and 
programs that the NSA was running. At the time of writing, Snowden has leaked 16 documents.  
 
The first document was leaked on the 6
th
 of June 2013 and is an order from the Foreign Intelligence 
Surveillance Court requesting that the broadband and telecommunications company Verizon 
provide telephone metadata (which includes numbers, calls, durations of calls and customer account 
titles) of all calls originating from the US to abroad and all calls made within the US, which 
includes local calls (Greenwald 06.06.2013). The order outlines a non-disclosure clause and a date 
of declassification planned for April 2038. The significance of this leak is that the US is monitoring 
intercommunication relations with its own citizens as the targets (Greenwald 06.06.2013). 
 
On June 8
th
 2013, documents leaked by Edward Snowden revealed a new data-mapping program 
called ‘Boundlessinformant’. It consists of networks of pre-organized metadata that are collected by 
the NSA (The Guardian, 08.06.2013). This showed the scale and the methods with which metadata 
can be used. Narrowing down searches through a “if you like this, you will like these” pre-analysis 
systemic approach (The Guardian, 08.06.2013). 
 
The third leak, two documents released on June 20th 2013, contained information about the 
methods used by the NSA to collect information on a target. It reveals permissions to bypass legal 
procedures under the claim of immediate threat (The Guardian, 20.06.2013).  Under the Foreign 
Intelligence Surveillance Act (FISA), surveillance of US citizens without a court order is restricted, 
but this leak exposed that the NSA allows intensive metadata research on the premise of 
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determining whether a person is located abroad or not. If a person is even remotely connected to 
foreign intelligence or governments via metadata, further investigation is allowed (The Guardian, 
20.06.2013). 
On the 27th of June 2013, Snowden leaked a document that proposed a distinction between 
communications metadata and content communications, in order to exempt metadata from FISA 
restrictions. This proposition had been approved (The Guardian, 27.06.2013a). 
On the same day, a draft report from 2009 was leaked, analysing the growth of the NSA’s bulk 
collection of metadata since 2001. After 2001, former President Bush has authorized “…specified 
electronic surveillance activities during a limited period to detect and prevent acts of terrorism 
within the United States” (The Guardian, 27.06.2013b). This surveillance was then given full 
authority, calling for an expansion to intercept al-Qaeda and connected US persons, thus starting 
bulk collection of metadata, to track chains of connections. The NSA suddenly had the authority 
and was tasked to bridge the gap of intelligence in foreign threats coming in (The Guardian, 
27.06.2013b). 
 
Out of the 16 leaked documents, six of these were PowerPoint presentations. Leaked on July 31st, 
one PowerPoint described a program named “Xkeyscore”, which enables analysts to access 
metadata through relevant, pre-organised interconnections (The Guardian, 31.07.2013). Three of 
these were leaked on October 4th. The first described an effort by NSA to hack an encrypted 
network-base called TOR. TOR can be used to hide IP addresses and location, when logging in or 
accessing normal sites (The Guardian, 04.10.2013a).  The second showed techniques to attack TOR 
users (The Guardian, 04.10.2013b). The third identified TOR as the king of protection networks, 
that need to be decrypted, and plans for how to imprint TOR through video message channels (The 
Guardian, 04.10.2013c). The last two PowerPoint’s were leaked on November 1st, the first one 
revealing the different authorities under which intelligence is collected (The Guardian, 
01.11.2013a). The second PowerPoint concerned the NSA’s PRISM program, which derives and 
has access to data from the servers of Microsoft, Yahoo, Google, Facebook, Paltalk, AOL, Skype, 
Youtube, Apple (The Guardian, 08.06.2013b). 
 
On the 5th of September, Snowden leaked 3 documents. The first was a Classification Guide to 
Cryptanalysis. It showed what the NSA decided was classified information, revealed external 
collaborations on cracking cryptography of information security devices or systems (The Guardian, 
05.09.2013a). The second was an excerpt of a document describing the Signals Intelligence budget 
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and aims (The Guardian, 05.09.2013b). The third was a document depicting the classification of 
different aspects of cryptanalysis with the aim of exploitation, referring to a program called 
BULLRUN (The Guardian, 05.09.2013c). 
 
The last document Snowden leaked is titled “The Singint Strategy”, which outlines proposed 
direction of development of the Signals Intelligence. It deals with the NSA’s four-year plan to 
invest in future capabilities, and close gaps in current ones. The document lays out a goal: “For 
SIGINT to be optimally effective, legal, policy, and process authorities must be as adaptive and 
dynamic as the technological and operational advances we seek to exploit” (New York Times, 
23.11.2013: 3). The document declares the strategic outline to increase the control of the global 
network, through identifying: “new access, collection and exploitation methods by leveraging 
global business trends in data and communication services” (New York Times, 23.11.2013: 4) and 
seeking to integrate “capabilities to reach previously inaccessible targets in support of exploitation, 
cyber defence and cyber operations” (New York Times, 23.11.2013: 4)  
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7.3 Timeline of the Snowden Case 
For the analysis of the Snowden case, it is important to have an understanding of the events of the 
case. 
Edward Snowden originally joined the U.S. Army Reserve with the purpose of joining the Special 
Forces to go to Iraq and to try “to help free people from oppression" (Greenwald et. al., 
09.06.2013). However, he broke both his legs during training, left the army and got in touch with 
the intelligence agencies that he would later denounce. First he worked as a Security Guard for the 
NSA Center for Advanced Study of Language in Maryland, and later he began working for the CIA 
in IT security. Around 2007 he was stationed in Geneva where he started to feel uncomfortable with 
the information that he was going through, which his following statements shows: "Much of what I 
saw in Geneva really disillusioned me about how my government functions and what its impact is in 
the world. I realized that I was part of something that was doing far more harm than good." 
(Greenwald et. al., 09.06.2013). In 2009 he left the CIA and started to work for Dell as one of the 
NSA contractors, and three years later, he was hired by Booz Allen Hamilton to work as a NSA 
contractor as well. 
 
The Snowden leaks started in June 2013. After working for several intelligence agencies and 
defence contractors, in the last weeks of May Snowden left Hawaii, where he was living and 
working and went to Hong Kong in secrecy using medical reasons as cover, to work on uncovering 
the surveillance program of NSA. On June 6
th
, Glenn Greenwald, a reporter from the British 
newspaper The Guardian revealed how the US government through the NSA had massive 
surveillance programs directed on US citizens, collecting bulk metadata. The leaks revealed a 3-
month contract between the company and the US government, for the access to telephone calls 
within the US and between the US and other countries. Already the next day, The Guardian and 
The Washington Post revealed that the surveillance also extended to the most used Internet sites, 
such as Google and Facebook. The Bush administration had previously authorized the NSA the 
realisation of a secret program oriented to the compilation of telephone, Internet and email records 
in the US territory, and “A furore erupted in 2006 when USA Today reported that the NSA had 
"been secretly collecting the phone call records of tens of millions of Americans, using data 
provided by AT&T, Verizon and BellSouth" and was "using the data to analyze calling patterns in 
an effort to detect terrorist activity." (Glenn Greenwald, 06.06.2013).  
 
Page 47 of 95 
 
On June 9
th
, Edward Snowden revealed himself in an interview with The Guardian as the whistle 
blower, who had leaked all the information regarding the surveillance programs by the NSA. He 
was in Hong Kong where he decided to seek asylum. He revealed his reasons for leaking the 
information: “My sole motive is to inform the public as to that which is done in their name and that 
which is done against them”. He said that he had a very comfortable life as an intelligence analyst, 
but "I'm willing to sacrifice all of that because I can't in good conscience allow the US government 
to destroy privacy, internet freedom and basic liberties for people around the world with this 
massive surveillance machine they're secretly building." (Greenwald et. al., 09.06.2013). 
Two days later, the EU asked of the US to explain if the surveillance was extended to the European 
citizens, and at the same day Booz Allen Hamilton, the defence private contractor company where 
Snowden was working, fired Snowden based on his revelations against the ethics code of the sector.  
The leaks sparked discussions about surveillance around the world, the UK and US intelligence 
services assured that they were acting according to the law. On June 13
th,
 Snowden revealed that the 
US government and NSA had been hacking computers in Hong Kong and China. The same day the 
director of the NSA Keith Alexander stated, justifying the surveillance programs, that they have 
been very useful to prevent terrorist attacks. (BBC, 20.08.2013) 
 
On June 14
th
, Snowden was charged with espionage and theft for his leaks by the US. He was 
accused under the charges of “Unauthorized Disclosure of National Defence Information, 
Unauthorized Disclosure of Classified Communication Intelligence and Theft of Government 
Property” (Office of Public Affairs, 26.06.2013). The next day, the US government requested his 
arrest for a future extradition from Hong Kong, where he was staying. 
The attempts to justify the surveillance continued. This time, on June 19
th
, the director of the NSA 
assured that the surveillance programs had helped prevent around 50 terror attacks since 2001. 
(BBC, 20.08.2013) 
 
According to the US government statements, the Hong Kong authorities requested additional 
information for the arrest of Snowden (BBC, 20.08.2013). On the 23
rd
 of June Snowden flew from 
Hong Kong to Moscow, just after he revealed that the US was spying on one of the most important 
universities in Hong Kong (BBC, 20.08.2013). The Hong Kong authorities decided that the 
accusations against Snowden posed by the US government where not enough and that's why on 
June 23
rd
, Snowden was able to take a flight to Moscow. In an official statement, the US 
government declared “the U.S. is disappointed and disagrees with the determination by Hong Kong 
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authorities not to honour the U.S. request for the arrest of the fugitive, Edward J. Snowden” (Office 
of Public Affairs, 26.06.2013). After that, tension between China and the US grew in relation with 
Snowden leaving Hong Kong despite the extradition petition of the US government. (BBC, 
20.08.2013) 
When Russian president Vladimir Putin confirmed that Snowden was in Moscow's Sheremeyevo 
airport as a free man, waiting to get asylum in Ecuador, US Secretary of State John Kerry requested 
Russia to extradite Snowden (BBC, 20.08.2013). 
On the 29- 30
th
 of June, the German magazine Der Spiegel stated that, information sourced by 
Snowden showed, that the NSA surveillance extended to EU offices in Washington and New York 
(Ibid).  The EU demanded an answer for these facts. At the same time, as the asylum in Ecuador bid 
was delaying, Edward Snowden sought political asylum in Russia, but Putin's answer was that if he 
wanted asylum he had to stop leaking information (BBC, 20.08.2013). On July 2
nd
 Snowden 
revoked his asylum request in Russia and instead sent requests to 20 other countries. (BBC, 
20.08.2013). 
During the next days, a plane carrying Evo Morales, the president of Bolivia, was forced to land in 
Austria because there were suspicions that Snowden was on board the plane. Evo Morales was 
furious and threatened to close the US embassy in Bolivia (BBC, 20.08.2013). On July 6
th
, 
Nicaragua and Venezuela offered political asylum to Snowden, but as he couldn't fly to Latin 
America, on July 12
th
 he instead applied for asylum in Russia once again. On August 1
st
 of he left 
Sheremetyevo airport and entered Russian territory, increasing the tensions in the US-Russia 
diplomacy. (BBC, 20.08.2013). One week later, Obama cancelled a meeting with Vladimir Putin 
because the latter offered asylum to Snowden. (BBC, 20.08.2013). 
On the 16
th
 of August, with the information leaked by Snowden, the Washington Post reported and 
confirmed that the NSA, through the surveillance programs, committed several privacy violations 
and exceeded its authority. 
The leaked information by Edward Snowden caused more and more tension between different states 
and the US. Thus, on September 2
nd
, Brazil and Mexico requested explanations from the US 
government after gaining knowledge that the NSA had been spying on Dilma Roussef and Enrique 
Peña Nieto, presidents of each country respectively. (The Guardian, 02.09.2013) 
On September 11
th
 the NSA admitted the surveillance on US citizens by spying illegally their phone 
calls and a week later Edward Snowden had leaked secret documents revealing that the NSA was 
conducting espionage on US citizens (Greenwald et. al., 11.09.2013).   
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More than one month later, on October 23
rd
, more information went out when the German 
government discovered that Angela Merkel had been under surveillance for several years. Merkel 
requested explanations directly from Obama (Traynor et. al., 23.10.2013). The day after, the 
German minister of foreign affairs had a meeting with the US ambassador in Berlin to discuss the 
surveillance and on October 25
th
, the Guardian revealed that the NSA was monitoring the phone 
calls of 35 state presidents around the world, according to information leaked by Snowden (Ball, 
25.10.2013). 
On November 1
st
, Snowden leaked a document that revealed how the Government Communications 
Headquarters, one of the UK's intelligence services, worked with the intelligence services of 
Germany, Spain, France and Sweden to develop and share information concerning surveillance 
mechanism in telephonic and Internet communications (Borger, 01.11.2013). 
Finally, on November 19
th
 the US government declassified documents related to the surveillance 
program of the NSA revealing how the intelligence agency exceeded its power and its legal limits 
in information gathering. (Ackerman, 19.11.2013) 
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8 Introduction to Analysis 
After the terrorist attacks of September 11
th
 2001, the American society’s attitude towards safety 
and security changed drastically. Their approach to dealing with potential risks became almost 
austere, and it seemed that nothing was too much of a price to pay in order to assure the safety of 
the US citizens. This manifested itself especially through the legal precautions that were taken to 
prevent that such an event would ever reoccur. Former President Bush took action, and on October 
26
th
 of October 2001, the congress adopted the PATRIOT Act (GovTrack, 26.05.2011). This piece 
of legislation showed clearly that the US would take every measure possible in order to protect the 
US citizens, and things that were once seen as drastic or horrible, became acceptable; like in the 
case of waterboarding, a form of torture that the CIA used in the interrogation of three terrorist 
suspects in 2002 and 2003 (Price, 25.02.2008). In this echo of fear from 9/11, extensive measures of 
surveillance came to be seen as a necessity to assure the safety of the citizens. As mentioned in the 
section about fear culture, the media’s hyperbolic attention coupled with these legal actions, and 
aided in cultivating a culture of fear.  
By staging terrorism as an immediate world risk and direct threat to the US, notions of fear were 
established in the concerned population, urging the government to make policies in order to 
increase the security of its citizens. However, these policies, in some cases, represent a threat to the 
democratic values. With terrorism as a risk, everything could be construed a threat, and values of 
freedom and equality were replaced by concerns of security as the main value of society. The 
legislations were directed to prevent the terror risk at any price. 
When President Bush took immediate action after 9/11, he started what became known as “the War 
on Terror”. Through this unprecedented declaration of war on a threat devoid of national borders, a 
pressing need for action became reliant on the mass collecting of intelligence. Information thereby 
plays a huge role in preventing terrorist attacks given the unpredictable and intentional nature of 
this risk. This can be seen in the articles of the Patriot act, which expanded the limits for 
surveillance and interrogative measures; for the purpose of information-gathering (Department of 
Justice, n.d.).  The state had already been relying on extensive surveillance programs for a long 
period of time, but with the PATRIOT Act, the surveillance escalated. The sudden threat of 
terrorism, supported by a culture of fear where the bounds of right and wrong changed and where 
the people seem less concerned with their privacy, has made the threat of terrorism easier to stage 
as a risk. Some far-reaching changes were made in regards to what measures agencies like the CIA 
and the NSA were allowed to pursue, giving them more autonomy than ever before. President 
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Bush’s major concern was to prevent an attack like 9/11. The permits given to the security agencies 
had never been seen before to this extent, and the public was kept in the dark about most of these 
new measures (Savage, 19.09.2009). 
The fear culture that established itself in the public’s imagination, created the perfect conditions for 
the staging of national security risk that permitted the creation of policies based on security 
concerns. Laws of urgency were established many times without meeting any social opposition, as 
they appear as a good price to pay for a sense of security. In this instance, fear culture and world 
risk society were political tools to legitimate and develop the surveillance programs. 
Similarly, the network society theory helps to understand the development of these extensive 
surveillance programs. Technology and government have an implicit relation. The technological 
development determines the way society works, as much as society itself determines the use of 
technological developments. This directs correlation makes it easy to see how the progress of the 
network society has influenced the way the world is being reshaped. The quick development of 
information and communication technologies, especially in the last two decades, has changed the 
way the way we consider process and generate knowledge and information. Thus, the direction of 
the government policies demonstrates how their exercise of power has adapted to the new 
technologies. The network society creates a stage, where the interactions related with information 
are magnified because it reaches across all facets of the life. Economy, social relations and policies 
are now all integrated into the information technologies. However, the non-stop innovation of these 
technologies present a few challenges for the way in which to consider and approach the problems 
that have concerned societies in the past, such as freedom, privacy, transparency, surveillance or 
terrorism among others.  
Thereby, the access to information and the communications networks have been facilitated by these 
technologies. According to a network society in a globalised world, everything tends to be 
interconnected and the limits of time and space have been trespassed by networked nodes of 
information and communication flowing around the world. But at the same time, the control over 
those technologies has been facilitated as well. The flow of information and the manners of 
communicating increase daily, thus opening up a whole new world of possibilities. The 
interconnectedness of society and the easy access it has to information makes such that “the NSA 
needs to establish relationships with only a few critical companies to capture the majority of the 
market it wants to observe. With very little effort or cost, it can observe hundreds of millions of 
people communicating over these services.” (Soltani, 01.07.2013). In other words, it makes the 
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surveillance easier and cheaper than ever before. Hence, governments are conscious of 
technological development and they try to adapt themselves to these changes in order to monitor 
and sustain their legitimacy and power. The US Congress seemed to have predicted these 
developments, and did try to pre-emptively restrict the NSA's power, in terms of technology 
development, so that new technology would not be used to overstep the limits and violate the 
privacy of the citizens. but their attempts were unsuccessful (Savage, 19.09.2009). The creation of 
policies enabled by fear support the government’s explanations about the surveillance, as Obama 
stated in relation to the Snowden case, “we need new thinking for a new era. We now have to 
unravel terrorist plots by finding a needle in a haystack of global telecommunications, and 
meanwhile technology has given governments, including our own, unprecedented capability to 
monitor communications.” (The White House, 09.08.2013). Thus, with the fear culture as well as 
the way technology has developed exponentially while considering the significant role both played 
in the war on terror, the government has the capacity to listen through communication networks 
such as mobile phones, text messages (via phone, email or social media), or to easily locate where 
the information comes and where it goes, creating massive data bases for the surveillance of the 
population.  
Therefore, given the fast development of these technologies, its limitations on and consequences for 
democracy have yet to be settled. These new technologies played a significant role in how the NSA 
collects information and it has given them the opportunity to collect information about almost 
everyone (Soltani, 01.07.2013). In this case, Snowden’s leaks have given rise to a discussion into 
the public sphere, about the surveillance programs and how to establish limits to the violations of 
privacy from the government without legal consequences. As US president Obama stated, has 
started: “…Given the history of abuse by governments, it's right to ask questions about surveillance, 
particularly as technology is reshaping every aspect of our lives.”  (The White House, 09.08.2013).  
On the one hand, the population complains about the privacy rights violations that come with the 
new surveillance programs, because:  
“…dramatically expanded, highly efficient surveillance programs are predictable given the 
increased use of digital communication and cloud services—and America’s outdated privacy laws. 
Our national discussion must take into account the extent to which technology has made 
surveillance easier and cheaper than ever before.” (Soltani, 01.07.2013). 
On the other hand, the government supports intensive surveillance, in order to preserve its 
legitimacy directly linked to the relation between control of information and power. In the present 
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day, when talking about these surveillance-programs, President Obama’s strategy has been to 
support the NSA in its entirety, stating that he knows some things might have to be rethought, but 
that over all, the programs are perfectly fine and should not be changed. His main goal is to 
convince the public that this is for their personal security and that they can trust the government will 
protect them. In this respect, it is apparent that the US government still uses and reproduces the fear 
from 9/11 today, particularly in their way of dealing with Edward Snowden. It seems that the main 
arguments utilized to be able to keep the surveillance programs in place have been based around 
this fear. The state needs to convince the citizens that the programs employed by the NSA are not 
violating their privacy, but rather that they are completely controlled and necessary in ensuring the 
security for everyone. 
In conclusion, with the development of the network society and the new information and 
communication technologies being supported by the fear culture, the surveillance programs and 
technologies have quickly developed. Thus, given the interconnectedness of the information flows, 
surveillance is much easier, cheaper and deeper than in earlier times, and the staging of the terror as 
a risk is the way that surveillance is legitimate by the government. 
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9 Analysis 
9.1 Neorealism 
The White House has made it very clear how they see Edward Snowden: as a criminal. In several 
press briefings, the Press Secretary Jay Carney repeatedly says that Snowden has been charged with 
felony and that he is now a fugitive who should be returned to the US (The White House 
24.06.2013). He stresses that it is important that Snowden faces his charges in the US “where he 
will be accorded full due process and protections” (The White House 01.08.2013). The White 
House has also made clear that Snowden is not seen as a human rights activist or political dissident, 
but even though they have revoked his passport, “…Such a revocation does not affect citizenship 
status” (The White House 24.06.2013). This contradictory comment about citizenship refers to how 
Snowden will be prosecuted in the US should he return, which has been a concern expressed by 
Russia, where Snowden has been granted temporary asylum, and by Snowden himself. On the 
matter of why they then revoked his passport, Press Secretary Jay Carney elaborated:  
“Persons wanted on felony charges, such as Mr. Snowden, should not be allowed to proceed in any 
further international travel other than is necessary to return them to the United States.  Now, 
because of the Privacy Act -- and anyone can note the irony there -- we cannot comment on Mr. 
Snowden’s passport specifically. ” (The White House 24.06.2013). 
The attitude towards Snowden can be interpreted as evidence of the state acting with precaution, 
regarding Snowden as a threat, to minimize the implications of his actions and also to make sure 
that he is brought to justice for what he has done. As underlined in the theoretical chapter on 
neorealism, considering the modern symbiotic relationship between information and power, the US 
government has a significant amount of relative power in play, which they have to protect as they 
conduct damage control of intelligence whistle-blowers like Edward Snowden. This makes it a 
particularly sensitive situation, the risk of Russia extracting further information from Snowden is 
one thing, but the influence of Edward Snowden as a source of criticism of their argument of 
national security might be a catalyst of change. Carney also minimalizes the situation, saying that 
Snowden will “…face justice in a system that affords defendants all the rights that every American 
citizen enjoys” (The White House, 12.07.2013). While it is clear that the White House is trying to 
convey to Snowden, and the governments helping him, that he will not be unfairly prosecuted, they 
are also expressing clearly to the public that Snowden is a criminal, and should be treated as such, 
clearly showing that the state at least intends to deal with him thusly. This plays into the argument 
that the state is acting in a way that shows anticipation of a loss of their relative power as a unit, 
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when they treat Snowden and his leaks with this level of severity. According to the neorealist 
theory, if the Snowden case did cause a loss of power for the US this would in turn create a change 
in the structure of the international system, a consequence the US would perceive as negative.  
Press Secretary Carney has stated that if Snowden believed that what was going on in the NSA was 
wrong or illegal, he should have used the procedures put in place to report such things (The White 
House 01.08.2013). Carney has also said that: “The unauthorized leaking of classified information 
has and can do enormous damage to our national security interests” (The White House 
01.08.2013). This brings to light a form of rhetoric where national security becomes the argument 
against Snowden, implying that state interests of national security could be compromised through 
his action.  
This focuses on the implied state interests, which reinforces the national security argument. 
Arguments concerning the U.S. national security interests as being threatened in result of Snowden 
leaking these documents to the media, rather than reporting them to a superior, are a recurrent point 
defended by the White House representatives;  
“The fact is our intelligence services need to have tools available to them to help protect our 
national security interests, to protect us from attack.  And I think most Americans would agree with 
that … I don't think that we can sensibly say that programs designed to protect us from a terrorist 
attack are not necessary in this day and age” (The White House, 01.08.2013). 
With this argument of national security depicted as the top priority, the US is definitely acting with 
strategic preservation of power and state survival in mind. Again Carney says directly, they are 
trying to protect their national security interests. According to neorealist theory a state will always 
act in order to protect their own interests, and their power, and through these above-mentioned 
statements, it is very clear that this is their goal. The same becomes apparent in Carney’s statement 
about the programs that Snowden’s leaks concern, saying: “...we have a situation where some of 
what we do to make sure that the United States is protected and that our interests are protected has 
to, by necessity, be secret” (The White House 01.08.2013). He says this because, in the society we 
live in, it is essential for the state to protect the country and its citizens from attacks, again showing 
an objective to protect the interests of the country, thereby ensuring power and survival. This 
rhetoric presumes that the interests of the country and its citizens must ultimately be and are 
factually aligned. The Press Secretary then argues that the most sufficient way to do this is for the 
state and its intelligence services to have programs, such as PRISM, and to keep them secret from 
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the public, thereby defending the programs Snowden’s leaks referred to, with arguments of security 
threats.  
At a press briefing, Carney said, “…simply the possession of that kind of highly sensitive, classified 
information outside of secure areas is both a huge risk and a violation” (The White House 
01.08.2013). This illustrates again that the state certainly sees Snowden as a threat, and he puts the 
US at risk. Stating the potential risk of other states or terrorists potentially accessing classified 
information, it could be argued that the US shows a fear of Snowden’s leaks putting their relative 
power at risk. The following statement from Carney shows this fear:  
“I can simply say that we're concerned about, in general, the leak of -- unauthorized leaks of 
classified information.  We're concerned about the kinds of information that has been leaked.  I 
think that's reflected in the action taken by the Department of Justice.  And we've said all along that 
disclosure of this kind, of highly classified material, is extremely damaging to our national security 
and gives our terrorist enemies a playbook for our activities designed to thwart them.  So the 
implications of this kind of unauthorized release of information are pretty profound” (The White 
House 24.06.2013) 
As he says the state fears the Snowden leaks have already caused damage to the US’ national 
security, and might even have helped terrorists in planning future attacks on the US. This would 
definitely be seen as a loss of power for the U.S. and would put them at great risk, both for attacks, 
but also for changes in their relative power, as information like this could aid a terrorist, but aid a 
foreign state in attacks or leverage as well.  
As Snowden is staying in Russia at the moment, and they have not yet returned him to the US, this 
also affects the US-Russia relations. The Press Secretary has said that: “...we don’t want it to do 
harm to our important relationship with Russia. And we continue to discuss with Russia our 
strongly held view that there is absolute legal justification for him to be expelled (…)” (The White 
House, 12.07.2013). Before Snowden was in Russia, he was in Hong Kong. President Obama said: 
“the U.S. is disappointed and disagrees with the determination by Hong Kong authorities not to 
honour the U.S. request for the arrest of the fugitive, Edward J. Snowden” (Office of public Affairs, 
26.06.2013) Hong Kong then let him travel to Russia, even though the US appealed to them to 
return him. This has also impacted the US-China relations, as Carney commented: “… when it 
comes to our relations with Hong Kong and China that we see this as a setback in terms of their 
efforts to build -- the Chinese -- their efforts to build mutual trust“ (The White House, 24.06.2013). 
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At a press briefing in August, after the Russian Government had granted Snowden a year of 
temporary asylum, Carney stated that: “This move by the Russian government undermines a 
longstanding record of law enforcement cooperation …” (The White House, 01.08.2013). The 
White House has attempted to appeal to China and Russia, two other powerful states, to respects the 
US’ demands. They’ve stated that they do not wish it to cause any harm to their relationship, 
especially with Russia, but in the matter of their relations with China, it has already created 
setbacks. This attempt at ensuring the inter-country relations also shows a desire to keep the balance 
of power in its place. It indicates that the US might be anticipating that the Snowden case could 
cause damage to their relative power, in terms of the power-balance between themselves and other 
powerful states.  
Reviewing the statements from the White House, the US has clearly reacted with precaution to the 
Snowden case, in a manner that shows that they view Snowden’s leaks as something that might lead 
to a loss of relative power, and which also shows that they fear a potential change in their own 
relative power, which could potentially change the structure of the international system, and might 
damage the US’ current power-position.  
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9.2 World Risk Society 
In this part of the analysis the focus is how the US government has portrayed Snowden and how it 
have staged him as a risk to the US, the US citizens and their national security. At the same time it 
will analyse how the US government has defended the use of surveillance and the work of the NSA, 
and tried to convey to the US citizens that it is legal and that no US citizens are being monitored 
without being suspected for terror-related crime.  
 
The US government has expressed concerns about the documents Edward Snowden leaked, because 
they argue that the information the documents contain can pose a great threat to US’ national 
security if shared with the world. This implies that they see Snowden as a risk and his actions as a 
risk to society, and thereby trying to stage him as a threat. What he has leaked can have many 
uncertain consequences, which is a crucial part of the world risk society. The following quote from 
a White House press conference with the Press Secretary Jay Carney shows how threatening the US 
government thinks Snowden’s actions are: 
 
“I can simply say that we're concerned about, in general, the leak of -- unauthorized leaks of 
classified information.  We're concerned about the kinds of information that has been leaked.  … 
And we've said all along that disclosure of this kind, of highly classified material, is extremely 
damaging to our national security and gives our terrorist enemies a playbook for our activities 
designed to thwart them.  So the implications of this kind of unauthorized release of information are 
pretty profound”                                                                                                                                   
(The White House 24.06.2013) 
The threat of terrorism is made clear, as are the consequences of leaking information like Snowden 
has. It indicates that the government is staging Snowden as a great threat to national security, and as 
someone who is giving terrorists confidential information, that they might be able to use to plan 
attacks on the US. What Snowden did was intentional and he knew what the consequences of 
leaking confidential information would be. This emphasises the threat that terrorism poses, and is 
making the US citizens understand that terrorism is a very present and constant risk that the society 
faces today. This also makes it clear that terrorism is a great threat because it is impossible to know 
what terrorists are planning and when or where they are going to attack, and even more so after 
Snowden’s leaks. It is the incalculability and uncertainty of the world risk society. This threat of 
terror is also why Snowden’s actions are extremely hazardous, as it supposedly gives the terrorists 
an advantage in knowing about the NSA’s inner workings. That risk is the anticipation of future 
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catastrophe is made very clear, because nothing has happened yet, but the risk has suddenly been 
highly increased. It will also be difficult to prove that Snowden’s leaks have been crucial if a terror 
attack happens in the future, but this also makes it easier for the US government to argue that 
Snowden is a great risk. This increased risk of terrorism is why the state argues that Snowden needs 
to be returned to the US so he can face his charges and be convicted for the felony he has 
committed: 
“When you take an oath to protect the secrets of the United States, you're bound to protect them and 
there are consequences if you don't.  There are also procedures in place for whistleblowers that are 
available to those who would blow the whistle, if you will.  The unauthorized leaking of classified 
information has and can do enormous damage to our national security interests.  And those are just 
the facts.” (The White House 01.08.2013) 
One way the U.S. government is trying to argue their case is by using rationality and facts to make 
the risks seem very real and make it easier for people to believe the presence of these risks. In the 
following quote, it is clear that the point is to underline that Snowden is a criminal and that his 
actions are against the law. Press Secretary Jay Carney says: 
“The reauthorization of the Patriot Act and FISA, these are known facts.  Congress has known 
about them.  The public has known about them.  There's no question that there are details about 
programs that are now known because of the leaks.  The President obviously believes that it's 
inappropriate to leak highly sensitive, classified information, because that can and has done and 
can do harm to our national security interests.  It can put people's lives in danger.” (The White 
House 01.08.2013) 
As can be seen from the quote, Snowden has revealed US secrets that could put people in danger. 
The state argues that there are other ways to show dissatisfaction with actions of a government 
agency, but the way Snowden chose to go about it, is against the law and extremely threatening for 
US national security. It is presented as a fact. This is a good example of how the US government 
manages to stage the risks that threaten national security and how they are apt at making the risks of 
terrorism, and the uncertain consequences of Snowden’s actions, very present. By saying that “it 
can put people’s lives in danger”, the US government also manages to express how serious this 
situation is, and this creates fear in citizens. In parallel, the state also argues that the secrecy of the 
NSA is a necessity. This is also a way to stage Snowden as a risk and get US citizens’ support for 
the surveillance system, because as Beck points out, fear determines the attitude towards life. Beck 
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argues that risks are not real if people do not believe in them and that risks can never exist in 
themselves, they need to be articulated and staged. Therefore the US government’s rhetoric is 
focused on staging these risks as real for the US citizens, and Snowden’s leaks are being used in 
this articulation of risk. 
Another aspect the US government has to defend is the different surveillance programs of the NSA 
and the legitimacy of these programs. The state’s argument has been that people knew about these 
programs, disputing that the secrecy was to the extent that Snowden is blaming them for. They 
claimed there was a reason why some information about these programs needed to be kept secret as 
it was for the security of the US citizens. The state is arguing that the citizens have to accept a 
certain level of secrecy because that is necessary for their own security. Again, the argument that 
leaking this kind of information can endanger people’s lives seems a valid argument for the US 
citizens to accept that not everything can be public. The goal is to protect the citizens, not to keep 
secrets, and as the risks are too great, being monitored is a low price to pay for security. The US 
citizens should be thankful for this and understand that the government only has the citizens’ best 
interest in mind. This is also the main point in the following quote from Jay Carney: “The fact is 
our intelligence services need to have tools available to them to help protect our national security 
interests, to protect us from attack.  And I think most Americans would agree with that.” (The White 
House, 01.08.2013) 
The argument about security as a major concern is continued in the following quote from Carney: 
“We also design our programs in a way -- and put in safeguards and layers of oversight -- to ensure 
that those programs do not abuse the privacy of American citizens” (The White House, 
01.08.2013). The government is saying that they have everything under control and are making sure 
that no information is being misused. This is a way of legitimizing their use of surveillance, and 
argue that the system of surveillance is safe, regulated and protecting the citizens. Beck says that a 
level of control like the one that the US government is defending, and surveillance in such a way, 
can be seen as prioritizing security over freedom. According to Beck, this could have severe 
consequences, as in the end the surveillance poses a greater threat to the freedom of the citizens 
than the staged threat of terrorism.  
With Edward Snowden as the person behind these comprehensive leaks, the US government can put 
a face on the risk they are staging, which makes it easier for them to stage both him and his leaks as 
a risk. The government and the US citizens do not know what else Snowden might leak and that is 
why he especially is posing such a great threat to US national security. Carney says: “Mr. Snowden 
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has been, since he left the United States, in possession of classified material in China and in 
Russia.  And simply the possession of that kind of highly sensitive, classified information outside of 
secure areas is both a huge risk and a violation” (The White House, 01.08.2013).  
The US government is trying to explain the complexity of ensuring the security of the nation and of 
the citizens, and as Beck makes clear, to protect a nation against the threat of terrorism; one has to 
think like a terrorist. This is the only way to only understand what terrorists would do and how to 
prevent it from happening. As President Obama points out in the next quote, it involves a whole 
new way of thinking and touch on the many new possibilities but also dangers the new development 
of technology poses: 
“We need new thinking for a new era. We now have to unravel terrorist plots by finding a needle in 
a haystack of global telecommunications, and meanwhile technology has given governments, 
including our own, unprecedented capability to monitor communications” (The White House, 
09.08.2013). 
This clearly states that locating terrorists can be extremely difficult and takes a lot of work and great 
amounts of data of communication. It is a new way of thinking and it involves new methods, which 
is why the use of technology is changing and evolving. He also points out that governments 
suddenly have an unparalleled power and opportunity to monitor communication. Beck’s view is 
that states now have a form of power that can easily be abused and that this can both undermine and 
reaffirm their power beyond democratic legitimacy. As Beck has argued this can make the states 
seem as a source of risk as well, because they have an access to power that can be misused through 
the reasoning for the protection of US citizens and US values. The citizen’s trust in the government 
can be challenged if the government assess very comprehensive power but the citizens do not feel 
the transparency in relation to what this power is used for. Obama also comments on this by saying 
that it is “… it's not enough for me, as president, to have confidence in these programs. The 
American people need to have confidence in them as well” (The White House, 09.08.2013). He is 
legitimizing the surveillance programs by saying that he knows they are completely legitimate and 
he wants the public to have confidence in them as well. He is trying to show the citizens that NSA 
is not the threat that Snowden is trying to stage them to be. This also classifies Snowden as a risk, 
because he is trying to stage what the NSA is doing as a risk and thereby casting doubts on the 
legitimacy of the NSA’s programs and the US government.        
President Obama elaborates on that argument in the following: 
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“As I said at the National Defence University back in May, in meeting those threats, we have to 
strike the right balance between protecting our security and preserving our freedoms. And as part 
of this rebalancing I called for a review of our surveillance programs. Unfortunately, rather than 
an orderly and lawful process to debate these issues and come up with appropriate reforms, 
repeated leaks of classified information have initiated the debate in a very passionate but not 
always fully informed way.”                                                                                                                       
(The White House, 09.08.2013) 
 
Obama is acknowledging that there is a fine balance between protecting security and preserving 
freedom, and it is very important to be aware of this. Again he is criticizing Snowden for leaking 
confidential documents, because Obama himself was planning to get a review of how to best keep 
the surveillance programs in check, which would have been in accordance with the law. He is 
arguing that what Snowden did was very wrong and that it has created confusion about what 
information is real and trustworthy. This comment undermines Snowden’s actions, because Obama 
is saying that the things that should be regulated in NSA, can be done by the way of the law and 
there is no need to leak classified information and start an unnecessary debate, because the US 
government has the situation under control. Obama is trying to gain the citizen’s trust and support, 
and stage Snowden as an insignificant leaker and criminal, who has important information for the 
security of the US, but not information that should create a lack of confidence in the government.  
Again President Obama is arguing that there is nothing to worry about when it comes to the work of 
the NSA:  
 
 “And as president, I’ve taken steps to make sure that they [NSA] have strong oversight by all three 
branches of government and clear safeguards to prevent abuse and protect the rights of the 
American people. (The White House, 09.08.2013)  
In the first part of this quote we can partly see what Beck calls transformation, as a way of dealing 
with risks. Obama is accepting that there has to be made some changes in the ways the NSA works, 
and that it is important to have mechanisms that makes sure the surveillance is not being abused, so 
some modifications are necessary in that regard. As the press secretary Mr. Carney confirms “... he 
[President Obama] certainly doesn’t doubt that there are ways to improve the effectiveness of the 
programs that we have.” (The White House, 01.08.2013) This also implies that the US government 
is open for some degree of transformation, but again only regulating and changing of minor things.       
He also acknowledges that he understands why the citizens might be worried about what is going 
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on, and again trying to create trust in his actions and his government. At the same time as has been 
argued earlier, President Obama also seems to be slightly dismissive about the problem of 
surveillance and lack of transparency because he is staging Snowden as a risk and arguing that 
basically NSA is fine and that everything they are doing is according to the constitution. Therefore 
there is no need to rethink the entire system of surveillance, it is just important to be aware of the 
possible problems with the development of technology and that more transparency might be a good 
thing. President Obama is also stressing this in the following quote:   
”And to others around the world, I want to make clear once again that America is not interested in 
spying on ordinary people. Our intelligence is focused above all on finding the information that's 
necessary to protect our people and, in many cases, protect our allies” (The White House, 
09.08.2013). 
National security is again an important argument for the intelligence services and Obama is again 
denying that the US government intentionally spy on their citizens, as Snowden argues. Obama is 
reassuring the citizens that the government knows exactly what it is doing and that everything is 
completely legitimate, the only problem is Snowden. His claims are raising doubts about the US 
government, claims that are not justified and are threatening the US government’s legitimacy and 
trust for the US citizens. This quote can also be used in line with the argumentation of Beck’s 
cultural perception of risk. The state seems to be aware that citizens in other countries might 
disagree with their actions and have a different perception of what risks are the most pressing. This 
shows that risks are seen differently depending on which country one sees them from. This cultural 
difference in perception of risk could also make it more difficult for the US to argue that Snowden 
is a great risk and danger. From other places in the world, Snowden might seem as less of a threat, 
which is often the case when the US perception of risk is put up against the European perception of 
risk  
The US government uses another argument to stage Snowden as a risk by criticizing the countries, 
he has received help from so far, saying: “His failure to criticize these regimes suggest that his true 
motive throughout has been to injure the national security of the United States -- not to advance 
Internet freedom and free speech” (The White House 24.06.2013). The reasoning here is that 
Snowden is nothing more than a criminal trying to put his own country at risk and that his actions 
have nothing to do with fighting for freedom of speech and democracy. Snowden is intentionally 
and maliciously trying to hurt the US with his actions and again Snowden is staged as a great risk 
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and threat for US and its citizens, and the state argues that he is being hypocritical in his fight for 
freedom of speech, as he is being aided by countries representing contradicting values. Snowden is 
a significant threat, because, as Beck argues, it is terrorists who act intentionally to put people at 
risk, and in some sense this puts Snowden in the same category as terrorists, also because the 
terrorists might be using his leaked information. 
President Obama is once more making it clear that what Snowden has done is wrong and against the 
law, and that there is no excuse for his actions. This comes through by pointing out that the people 
working in the intelligence community are patriots keeping US citizens safe from harm but also 
people who follow the law to object can be patriots, as long as one is operating inside the frame of 
the constitution: 
” The men and women of our intelligence community work every single day to keep us safe because 
they love this country and believe in our values. They're patriots. And I believe that those who have 
lawfully raised their voices on behalf of privacy and civil liberties are also patriots who love our 
country and want it to live up to our highest ideals.”                                                                                                                                          
(The White House, 09.08.2013) 
Obama say, the people working with the surveillance system are not in the wrong, as they are 
helping the people of the US and making sure that US citizens can be secure and at the same time 
Obama is implying that Snowden is in opposition to this. Snowden is not a patriot, he does not love 
his country and he is not living up to its ideals. He is just a threat and making the US a more 
insecure place to live and more open for terrorist attacks. 
The US government is clearly staging Snowden as a great threat the national security and making 
him sound like a dangerous criminal, trying to hazard US national security and values.  
9.2.1 Beck’s World Risk Society in Relation to the US’ Neorealist Reality 
In some aspects, Beck’s world risk society is quite different from the reality of neorealism. As the 
first part of the analysis shows, the US government acts in a reality that resonates with the 
neorealist approach. The US still acts in a frame of reality where powerful states are the main actors 
and possess the most power. What they do not seem to acknowledge, is that the society of today has 
moved towards the reality of the world risk society. The world is interconnected and countries 
cannot find solutions to global risks by themselves. The US can no longer just define the risk the 
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same way they used to, and many other factors like the Internet and the new technologies are 
beginning to undermine the state’s power. The US cannot convince other countries that they should 
see Snowden as a great risk and that he should be returned to the US, because different rules apply 
to world risk society and other states, like Russia, might not believe that the risks the US stages are 
valid or relevant. The US tries to do this but the reality of the world is changing, and the US no 
longer has the power to define risks for the entire world. The US government can no longer stage a 
risk the way it used to, because it does not have the undeniable influence and power, and states in 
general are losing the power to define risks and threats. They are no longer the most important 
players on the international scene. It can be explained with the concept of cultural perception and 
though the US might call Snowden a traitor and a dangerous criminal, the mentality and perception 
of Snowden in Europe might be significantly different, thus making it difficult for the US to argue 
that Snowden should be returned to them, and that he is a criminal. When Snowden leaked 
information on how the NSA has been using surveillance on several European leaders, this caused 
great concern in Europe and made the Europeans question the legitimacy and transparency of the 
NSA’s programs. The US has to realise that all parts of the world are watching this evolving case, 
and that the US citizens might be influenced to agree with Snowden. The US government is not 
alone in deciding what risks are important anymore; there are many new non-state actors on the 
global scene today that also have an influence on this. No matter how much the US government try 
to downplay what Snowden has leaked and its importance, they cannot change the fact that all the 
leaks are now on the Internet and available for anyone to find, and form an opinion about.   
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9.3 Deliberative Democracy 
This part of the analysis will focus on why questions are being raised about the legitimacy of the 
democratic society. This includes how and why the citizens should reflect on the surveillance issue, 
in regards to their political rights and the challenges to democracy. In relation to this, the following 
paragraphs will analyse the motivations of Snowden and how these are related with the deliberative 
democracy values as well as the consequences of the leaks for the legitimacy of democratic society. 
While looking at the case, arguments from Snowden, Chomsky and Beck’s about the current 
democratic society are incorporated. 
When Edward Snowden was working in the NSA as an analyst, he developed increasing concern 
about the information that he was able to look into (Greenwald et. al., 09.06.2013). He realised that 
the classified information that he had access to, involved the whole society, the whole population 
(Greenwald et. al., 09.06.2013). In other words, it was the content of the leaks that broke the trust of 
the democratic relation between the state and its citizens. He found it was information about 
decisions the state made, that the public should have access to in order to approve or reject the 
execution of those decisions (Greenwald et. al., 09.06.2013). Information of this nature should be in 
the public sphere, for debate, so people could decide if they agree with the government’s policies or 
not. 
Regarding the reasoning behind his actions, it would seem like Snowden did what he did according 
to his sense of democratic duty. The role of the government is to collect the views of participants 
and serve as an arbiter of the public and enable greater satisfaction among its participants but the 
government violates the requirements of democracy by intervening in citizens’ private lives. In 
resonance with deliberative democracy, the public should participate in decisions of the state that 
affect their lives. Snowden argues the same point, saying that: “You get to a point, where you feel 
it’s up to the public to decide, if what is going on here is okay or not” (Greenwald et. al., 
09.06.2013). So in his eyes, people should have access to this kind of information to create a public 
involvement regarding state decisions, with the aim to make the government take the thoughts and 
opinions of the population into account during the decision-making process. 
According to deliberative democracy, higher participation of the citizens creates a healthier state-
population relationship, reducing the conflict between both, by matching government policies with 
the needs of the population. The goal of the information leaked by Snowden seems to be, to involve 
the population into the discussion about the government’s secret decisions, by informing them 
through the media. Snowden states that: “If I have time to go through this information, I would like 
to make it available to journalists in each country to make their own assessment, independent of my 
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bias, as to whether or not the knowledge of US network operations against their people should be 
published” (Lam, 24.06.2013).  
In a deliberative democracy the ultimate antidote to corruption is public disclosure, and hence 
accountability of both governments and corporations to the law. Therefore, it is important to protect 
people like whistleblowers who put themselves at risk to help bring a public spotlight on 
wrongdoing (Fair, n.d.). Civil society develops all kinds of communicative interactions that expand 
the participatory possibilities and create networks of solidarity, but if the government is 
misinforming the civil society, they are violating citizens’ rights to join in the democratic process, 
and disregarding the transparency issue. With the array of well-established processes for protecting 
secret information, it is of no surprise that many individuals and organizations accept the notion of 
confidentiality as necessary in today’s world (Lozano et. al., n.d.). However, there is a boundary to 
be crossed when secret information goes beyond protecting positive interests and instead serves to 
cover up potential wrongdoing. Snowden did what he believed was right, and it is the right of 
citizens to report wrongdoing, in a deliberative democracy. It is the natural extension of the 
citizen’s right to freedom of expression and linked to the principles of transparency and integrity. 
Because of his objection to the state’s use of surveillance, Snowden has become an international 
symbol of resistance to the all-pervasive surveillance state that has been established by the US 
(Gaist, 02.08.2013). 
What matters most is how the privacy of US citizens has been abused by the process of pervasive 
surveillance that contradicts with freedom (Moglen, 30.10.2013). Professor of law, Eben Moglen, 
says that the question is whether any form of democracy is consistent with this kind of surveillance. 
It is clear from the leaked documents that the government listens to telephone calls and monitors 
and keeps track of the citizens’ movements, a practice which is incompatible with a scheme of 
deliberative democracy (Moglen, 30.10.2013). Snowden warns the citizens:  
“Dragnet5 mass surveillance that puts entire populations under sort of an eye that sees everything 
even when it’s not needed. This is about a trend in the relationship between the governing and the 
governed in America that is coming increasingly into conflict with what we expect as a free and 
democratic people” (Greenwald et. al., 09.06.2013: 3 min. 6 sec.). 
 
What he is saying, is that we are now living in a system that gives certain people the right to 
scrutinize the communication of everybody, making the citizens subject to intrusion and disruption 
                                                        
5 A dragnet is any system of coordinated measures for apprehending criminals or suspects; 
including road barricades and traffic stops, widespread DNA tests, and general increased police 
alertness 
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of legitimate power. The question being raised is whether a system of power, with omnipresent 
surveillance, is inconsistent with freedom (Moglen, 30.10.2013). 
Citizens should get to decide whether to keep their messages private, so that their content is known 
only to those who were intended to receive them. According to the principles of deliberative 
democracy we should have the right to make decisions free of any force, violating our privacy; it is 
a precondition to democracy, and particularly to the freedom that comes with the constitution of the 
US. Moglen argues that the government hasn’t put forward a convincing argument for how what 
they do is compatible with the morality of freedom, with US constitutional law, or with the human 
rights (Moglen, 30.10.2013). In democratic societies, citizens have a basic right to be informed 
about what government is doing and why, so they can debate it and speak out if they disagree. 
Deliberative democratic societies should have a strong presumption for transparency and openness 
in government. 
In the interview the Guardian did with Snowden, he explains that: 
 
“People all over the world are realising that these programmes don't make us more safe. They hurt 
our economy, they hurt our country, and they limit our ability to speak and think and live and be 
creative, to have relationships, to associate freely. It makes us less safe, puts us at risk of coming 
into conflict with our own government” (Greenwald et. al., 09.06.2013: 7 min. 15sec.). 
 
What he argues, is that we now face a global system in which the states have agreed to impose a 
form of pervasive spying over their people, which is incompatible with the liberty of deliberative 
democracy.  
In a deliberative democracy, the principle of accountability holds that government officials - 
whether elected or appointed by those who have been elected - are responsible to the citizenry for 
their decisions and actions. Transparency requires that the decisions and actions of those in 
government are open to public scrutiny and that the public has a right to access such information. 
Both concepts are central to the very idea of democratic governance. Government accountability 
requires that public officials, elected or unelected, have an obligation to explain their decisions and 
actions to the citizens. In other words, good governance in deliberative democracies necessitates 
accountability and transparency and in the absence of this, democracy suffers. Without 
transparency, the citizens are not informed enough to hold their government accountable, and 
thereby, government has the potential to become arbitrary and self-serving. Public transparency 
appears as the backbone of Snowden’s motivations. 
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Through the leaks, it was discovered that information that should have been public, was hidden: the 
most consequential decisions were being made by those in power, and those decisions were 
affecting our lives. Snowden has clearly expressed his thought on this, saying: “I do not want to live 
in a world where everything I do and say is recorded. That is not something I am willing to support 
or live under.” (Greenwald et. al., 09.06.2013). 
We know less and less about what the governments do, as they build walls of secrecy behind which 
they function. That’s the imbalance that needs to come to an end. The deliberatice democratic ideal 
assumes that, if a variety of opinions are free to compete continuously and publicly, the ideas that 
benefit society most will win in the long run. For this process to be successful, it requires that 
accurate and uncensored information, outlining contrasting points of view on current issues, have to 
be made available for public consumption (Bale, 1999: 11). Limited access to information is a 
major obstacle to the achievement of an ideal democratic state. It is the increase in access to 
information, particularly during the last decade of the twentieth century via Internet, which points 
toward a likely beneficial change in the quality of democratic government. (Bale, 1999: 12)  
Snowden says: 
 
“When you’re in positions of privileged access, like a systems administrator for these sort of the 
intelligence community agencies, you’re exposed to a lot more information on a broader scale than 
the average employee, and because of that, you see things that may be disturbing. But over the 
course of a normal person’s career, you’d only see one or two of these instances. When you see 
everything, you see them on a more frequent basis, and you recognize that some of these things are 
actually abuses. And when you talk to people about them in a place like this, where this is the 
normal state of business, people tend not to take them very seriously and, you know, move on from 
them. But over time that awareness of wrongdoing sort of builds up, and you feel compelled to talk 
about it. And the more you talk about it, the more you’re ignored, the more you’re told it’s not a 
problem, until eventually you realize that these things need to be determined by the public, not by 
somebody who was simply hired by the government” (Greenwald et. al., 09.06.2013: 1 min. 32sec.). 
 
From this quote, it can be seen that Snowden clearly considered the information he leaked to be of 
such a violating nature, that it needed to be publicly known. He says that his disturbance with this 
information was further through the systemic acceptance he met in his colleagues. He felt like this 
acceptance showed how integrated the notion of sacrificing privacy for national security was. He 
states that the information was of such a nature, that it had to be determined by the public, as it 
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affects them. These kinds of actions by the government should not be secret to the citizens, but 
rather available for debate, which is the very notion of deliberative democracy. Snowden undertook 
personal risk to make the citizens aware of what their government is doing in the dark. His 
objective was to educate, to democratize, to create accountability for those in power (Greenwald et. 
al., 09.06.2013). 
Snowden has argued that citizens are entitled to a voice in the making of policy, saying: “If we can't 
understand the policies and programmes of our government, we can't grant our consent in 
regulating them” (Greenwald et.al., 09.06.2013). It is the fundamental purpose of government to 
protect the security of the people on whose behalf it acts, and this includes protecting citizens 
against attacks from the outside. In that pursuit to protect, there are things that need to be kept 
secret, like information about surveillance, or military strategies (Free Speech Debate, 27.06.2013). 
But as Snowden argues, if the citizens are in the dark about surveillance, that they are subjected to, 
they cannot give their consent for the programs in place. While some information needs to stay 
secret in order to protect, the public should know programs that concern them.  
The press plays a vital role in informing the public and holding those in power accountable. In a 
deliberative democracy, information should be accessible in the public sphere to form the public 
opinion and criticize the public authority. However, in the Snowden case, limited access to 
information has damaged the level at which the public sphere can deliberate on public issues. As 
mentioned earlier, Habermas outlines a concept of discourse as a debate where proposals are 
critically tested; information shared in an inclusive and public way, where no one is excluded and 
all have equal opportunities to enter the debate and take part. As the information Snowden has 
revealed shows decisions being made on behalf of the citizens, dating back more than eight years, it 
shows that the state does not regard the public sphere as a place where this kind of information 
should be deliberated. By excluding this information from the public sphere, the state avoids critical 
debate.  
The public sphere, in Habermas’ theory, is the common place where all social interaction converges 
into democratic discussion of the concerns, which affects the population and the government, 
creating public opinions that lead the policies of the states.  In this sense, journalism becomes a tool 
for promoting the public debate, as it is possible to see this in the case of Snowden. When Snowden 
decided to leak this information, he contacted the newspaper The Guardian, so that they could 
publish the leaks, and bring the discussion about the hidden policies that the leaks revealed into the 
public sphere. So, Snowden used the press for publishing information of public interest, expecting a 
reaction of the population to accept or criticize the government’s secret policies.  
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Looking at the reasons the US government gives for having to monitor its own citizens and 
information flows in general, the renowned social scientist Noam Chomsky offers some 
explanations. He says that modern democracies, in contrast with the authoritarian governments, 
cannot control the opinion and thoughts of their population by force. In this sense, other power tools 
appear, such as the control of information, the premeditated creation of opinions by the mass media, 
and the fear culture or espionage (Salon, 17.08.2013). Quoting Professor Samuel Huntington, 
Chomsky explains the principle that exposes how governments focus a lot of their work into the 
disinformation of its population:  
 
“…the public must be kept in the dark about what is happening to them. The “herd” must remain 
“bewildered”. The reasons were explained lucidly by (…) Samuel Huntington. As he pointed out, 
“power remains strong when it remains in the dark. Exposed to sunlight, it begins to evaporate”. 
Bradley [now Chelsea] Manning is facing a life in prison for failure to comprehend this scientific 
principle. Now Edward Snowden as well” (Salon, 17.08.2013). 
 
The argument of national security works as reasoning for the actions of the government, in regards 
to what Chomsky says in the quote above, about the public. He argues that they cannot be too 
informed if government wants to stay powerful (Chomsky, 17.08.2013). As discussed in the 
historical background, 9/11 became the justification for a range of activities that were largely 
conducted in secret, keeping the citizenry and media uninformed. According to Chomsky, 
government and states will always try to maximize their power in order to improve their internal 
economy, and that explains some of the actions of the US government, that have been hidden 
behind national security reasons (Chomsky, 17.08.2013). As mentioned, the US government has 
definitely excluded the information that Snowden leaked from the public sphere, thus keeping the 
public in the dark, as Chomsky says. This also resonates with the neorealist approach of the state, as 
Chomsky quotes, the power of the state can remain stronger, when the public is not informed. 
Through the Snowden leaks, the public have been informed, which might make the state’s power 
unstable, as it creates a changing paradigm, where the public sphere is reintegrated in the debate. 
 
In the state’s arguments about national security, whistle-blowers like Snowden become risks to this 
security, and are even staged at a risk at the level of terrorists. There has been an endless struggle 
between the population and the governments regarding civil rights and democratic values, 
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especially when we look at the historical background part, we can see the increase in this struggle in 
the last decades, but as Chomsky says; “The masters, however, do not relent. The more freedom is 
won, the more intense are the efforts to redirect the society to a proper course” (Salon, 
17.08.2013). With the Snowden case, the state’s effort to redirect society, to a course they can 
control, might once again come under scrutiny from the public, and be taken up for debate.  
 
In the world risk society, there is a constant state of danger, which can work as a tool to control the 
public by making them feel unsafe. In accordance with Becks arguments, this is also why the 
government can use the security issue as an excuse for the surveillance measures that has been 
authorized, and public might accept this reasoning, and therefore will not react to the fact that they 
under government surveillance. Fear has an influence on how people perceive the world. This 
argument was also seen in the first part of the analysis, where the US government argued that the 
surveillance revealed by Snowden was all in order to protect the citizens. But in relation to 
deliberative democracy, this creates a problem, as the state should let it be open to discussion 
whether it is important to take all these security measures. 
 
National security and surveillance can be used as tools for the governments to keep control of the 
population. However, there is still an opportunity for change, and the new technologies are 
democratization tool, that the citizens can use to start organising themselves into an informal 
network, aiming to create a system with democratic values of a deliberative democracy. As the 
Internet reaches globally, the information about Snowden’s leaks is known around the world. In this 
way, media has played a huge role for the Snowden case. Snowden has relied on different media 
outlets to publish his leaks, and create debate about the information he revealed. He chose to go 
through the media, for the same reasons that he chose to reveal himself; because he believes in 
empowering the critical institutions of the democratic society, thereby enabling the strengthening of 
the deliberation in society. Thus, he hopes the transparency he offers, will create a demand for 
increased transparency in the public sphere.  
 
According to the deliberative democratic values, the media has a responsibility to provide balanced 
information to enable citizens to make decisions. When The Guardian published the Snowden 
leaks, they definitely tried to live up this responsibility. Chomsky argues that if the public are 
informed, they might “put together their limited resources and become an independent, powerful 
force, that will ship away at concentrated power” (Barsamian, 1994: 37). This underlines the 
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argument that more transparency will be enhanced through the media regaining the role of the 
critical institution of the democratic society.  
The publishing of the Snowden leaks might lead the public to assemble in a critique of the 
government. With the Internet and through the leaks of Snowden, what we see could mean a 
renewed fight for democracy. When the public is being alerted to the surveillance going on, they 
might demand more transparency from the state, in order to help further the deliberation.  
And Edward Snowden is an example of a citizen who is fighting for transparency in democracy. In 
Chomsky’s words “Snowden has carried out a heroic act. That is the proper act of a citizen to let 
people know what their government is doing. For the most part, the public should know what their 
representatives are doing. Of course, governments never want that. They want to operate in secret” 
(The Free Online, 24.06.2013).  
 
The reactions to the surveillance operations that Snowden leaked are important to examine whether 
the awareness of this level of surveillance will start a demand for change. After leaking the 
information, Snowden has provided the society with a new perspective on the US government’s 
operations supported on the leaked documents. But with the overload of information that comes 
with network society, there is the danger that society will very quickly forget all the data leaked by 
Snowden. To avoid such oversight, Snowden tried to publish the information gradually increasing 
the social implications of the leaks. However, the state can still change the discourse of the case, if 
they are successful in staging Snowden as a risk If the citizens then want to fight back, Chomsky 
says: “Citizens of the democratic societies should undertake a course of intellectual self-defence to 
protect themselves from manipulation and control” (Burris, 11.08.2013). Thus, citizens must be 
more proactive in the pursuit of justice. They must demand the rights that democratic citizenship 
entitles them to, demand that government takes responsibility for what laws are passed and 
reauthorized in the first place. 
 
Awareness of the government’s violation of democratic values became magnified after the leaks, as 
the NSA’s secret surveillance made the government’s actions questionable. The leaks raised 
questions concerning whether the government has been, and still is, abusing the rights of the 
citizens under the cover of national security. National security has been put above citizen’s rights; 
however government should know its boundaries. But will the citizens realise their role in claiming 
back transparency for the public sphere, and thereby reinstating the legitimacy of democracy? 
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10 Discussion  
From the two parts of the analysis it was concluded that the US government and Edward Snowden 
have very different ideas of how comprehensive surveillance should be in order to protect national 
security and the US citizens. The increased volume of surveillance imposes a threat to US citizens’ 
civil rights. This has led to worries concerning how the US government can maintain legitimacy, 
and by consequence the trust of the US citizens, when there is a great lack of transparency 
surrounding security measures. Consequently, the opposition between Snowden and the US 
government is clear. In this chapter it will be discussed what threats and problems the democracy 
and civil rights face after Snowden’s leaks have revealed the extensive surveillance the NSA is 
conducting and why we have blindly accepted this undemocratic development of democratic states 
in exchange for security. 
 
As a result of the Snowden revelations, mass media coverage on a global scale has created a critical 
view on the secrecy inherent in state surveillance systems of democracies. Regardless of whether 
Snowden’s actions can be deemed criminal, the information he leaked has highlighted the extent to 
which states have taken secret decisions. The US citizens ought to have been consulted with on 
these decisions, because the government took the liberty to make decisions concerning the governed 
in secrecy. Yet, historical circumstance seems to have created a general acceptance of the state’s 
role taking on that of the parent who acts for the child’s own good. The state occasionally 
condescends to the citizens’ wants and needs, however it does not take their criticisms seriously, 
nor are the citizens of the state its equal when it comes to big ‘power’ or ‘defence’ decisions. This 
norm of blindness or simply blind acceptance concerning decisions made on the citizens’ behalf, 
has been declared in an interview by Edward Snowden as his greatest fear in making this 
information public. He fears that nothing will result of this, which he expresses in the interview he 
did with the Guardian in Hong Kong in June:  
 
“The greatest fear that I have regarding the outcome for America of these disclosure is that nothing 
will change. People will see in the media all of these disclosures they’ll know the length the 
government is going to grant themselves power unilaterally to create greater control over American 
society and global society. But they [the US citizens] won’t be willing to take the risks necessary to 
stand up and fight, to change things, to force their representatives to actually take a stand in their 
interests.” (Greenwald et.al., 09.06.2013: 10 min. 47 sec.). 
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The US citizens will accept the argument of national security as the excuse and reason for violating 
the constitution and the civil liberties every citizen in the US holds, and that this will serve as proof 
that the values inherent in democracy are increasingly getting blurred.  
 
However, the criticism of surveillance mobilised in the wake of Snowden’s leaks has led to a 
tipping point. This happens when the threats and risks reach a point where the uncertainty is so 
great that it actually makes a opening for change, it creates a “moment” where change is possible. 
The attention is global, and so is the concern.  Without the knowledge of the classified programs, 
people were perfectly content with and accepting of the implicit relation between security and 
secrecy, because they did not understand the extent to which surveillance was happening. After 
these leaks this cannot be ignored, which now creates a demand for more transparency as a mean to 
increase the legitimacy of the US government.  
 
Since the leaks, Jim Sensenbrenner, who is a Republican member of the House of Representatives 
and one of the original authors of the PATRIOT Act (which originally expanded NSA surveillance 
capabilities in the name of national security after 9/11), has drafted a bill for the reform of the 
NSA’s oversight structures for the purpose of greater transparency. His motivation for doing this is 
a critique of the implementation of the PATRIOT Act: “The Patriot Act never would have 
passed…had there been any inclination at all it would have authorized bulk collections” (Serwer, 
19.11.2013). This substantiates the conclusion that the PATRIOT Act is being used to legitimate 
surveillance programs that it was not intended to defend. Sensenbrenner wants to impose public 
disclosures as well as restrictions on secretive interpretations of what would become the newly 
tightened Foreign Intelligence Surveillance Act. This legislation, that has yet to pass through vote 
of Congress, is a concrete result emerging from global outrage regarding the Snowden revelations. 
Sensenbrenner states: "Congress never intended this. I will rein in the abuse of both the Patriot Act 
and the U.S. Constitution with the support of the American public." (Richardson, 29.10.2013) 
 
In the event of the bill’s enactment, the aimed increase in transparency would aid in reconnecting 
the US citizens with surveillance measures taken on behalf of national security. If the process of 
national security is reintegrated into the public sphere, rather than kept out of it for the sake of 
national security. This would mean the first institutional step towards the reintegration of the public 
into the democratic process, balancing with civil liberties, such as privacy and the right to not be 
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surveilled, and the hopeful revival of deliberative democratic values. The FREEDOM Act, however, 
is not supported by everyone. One of the many opposing, seemingly superficial, reforms of the 
NSA oversight is one drafted by Diane Feinstein (Conservative Action Alerts, 27.11.2013), 
proposing to legally cement the legitimacy of the surveillance programs in FISA. This is where 
democratic fundamental values will be tested. If the congress votes for Feinsten’s bill, and this vote 
meets little or no public opposition, Edward Snowden’s worst fears will probably be realised. This 
will mean that democratic values are so dissoluted that the public does not care or does not 
comprehend the implications of accepting the secrecy of the national security oriented state. If the 
FREEDOM Act passes with the pressure of public support, this will imply that the citizens realize 
that the threat to the democratic values they defend is greater than the threat to national security.  
 
Potentially the echo of this test of democratic values in the US congress could be felt on the global 
scale. Because of the modern network society and the interconnectedness of the world,  this 
institutional change and integration of the american public sphere into the balance of security versus 
privacy, could serve as an exemplary reform to then be applied and fought for on a global scale. 
This perceived risk to democracy is in fact a ‘world risk’ and this can also be seen in the massive 
media coverage there has been around the world. Perceived risks to democracy and civil liberties 
could echo through the global public sphere, and push for a much needed greater transparency.  
 
 
A particularly disconcerting aspect of theses revelations however, points to the long undisputed 
national security basis for legitimacy of the state. It is difficult to imagine how ingrained the dogma 
of national security is within the citizens. The US, having spearheaded the ‘war on terror’, is one of 
the main states at the forefront of this common rhetoric for the legitimisation of surveillance. What 
the Snowden revelations have changed is the pressure in public discourse to acknowledge how we 
have been blinded by rhetoric to the decisions, which have shaped the state and led to what it 
permits itself today. We were ‘protected’ from the tangible knowledge of what legitimisation 
through national security really implied. At the same time, the threat of terrorism has been staged so 
repeatedly and convincingly that we have come to accept it, because surveillance was just a 
necessary step. It was meant to make us feel safer in a world full of uncertain threats. It served as a 
blindsight by the state, as a useful tool for acquiring more power under the guise of patriotism. The 
state has an obvious interest in keeping this tool, and also fundamentally depends on it being 
perceived as legitimate. The state as an institution is founded upon the stability of consensus, and 
Page 77 of 95 
 
derives its power from it. The state needs an enemy in order to sustain the role it plays in national 
security, otherwise the US government loses legitimacy, and thereby its authority is rendered 
unstable.  
 
It is clear what is at stake for the state, and that the state has an interest in keeping to the powerful 
rhetoric of national security. This raises the questions as to whether responsibility is shared in the 
current norm of disproportionate importance put on national security measures at the expense of 
other democratic values.  In the name of national security, the US state has permitted itself to 
surveil and monitor its own population. That power is the epitome of tools that can be used by the 
state for maintaining its own security.  
The state has and is intentionally using the external threat of terrorists to manipulate its people, 
blinding or deviating them from the threat surveillance poses to democratic integrity. As seen in the 
first part of the analysis, the state desperately seeks to portray Snowden as a criminal and a threat to 
national security when he mostly seem to be a threat to the state institution.  
  
However, it would not be looking at the whole picture to only take into account patterns resulting 
from the state’s self preservation. This assumes that states have somewhat ‘hypnotized’ their 
citizens, who are portrayed as simply victims of the institution’s power greed and malintent. It must 
not be forgotten to consider the circumstances that have allowed for the national security rhetoric to 
take a central part in legitimizing the role of the State, meeting no resistance. Both the dogmatic 
nature of the state shifted focus on national security and the normative acceptance of this by its 
citizens were developed through circumstance. This is in reference to the significant impact of 9/11 
in amplifying the environment of fear culture. In facing the direct threat of terrorist attacks on 
american soil, the US citizens accepted drastic and direct action in the name of security. These 
intentional, domestic attacks created a demand for security, now placed above all other democratic 
values. The state acts according to this shift in values, according to this fear.  
The point wherein the state must take full responsibility, is in the implicit secrecy maintained 
around the surveillance measures it instigated. This secrecy led, intentionally or inadvertently, to 
dissociating the citizens of a democracy from understanding that the values they presume are 
inherent, are also the values they are allowing to be undermined. This is what escaped the public’s 
knowledge and focus, as it happened without the citizens noticing because it has been gradual and 
implied. In a global network society where information, having always been directly correlated 
with  power, is magnified to and includes all spheres of society, the secrecy and protection of 
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information was and remains an implied part of security. This mindless and undelimited integration 
of information security as being part of national security and belonging to the state has therefore 
remained unchallenged. It is a gradually integrated and accepted norm that has rendered the society 
we live in unaware of its loss of more and more of its democratic values.  
 
This acceptance of the situation is an inherent product of the relationship between the government 
and the governed, a relationship that needs to be rethought if deliberative democracy is to survive. 
By this ‘survival’, we refer to deliberative democracy as an ideal which is threatened by the 
undemocratic nature of the priorities of state-institutions acting in the name of this ideology, 
thereby redefining it in practice. The trust needs to be re-established between the government and 
its people, as this is one of the main characteristics of a true deliberative democracy. The realisation 
from the Snowden leaks, and his reasons behind leaking these classified documents, has uncovered 
the veil of national security to reveal a new threat; the government’s secret surveillance. This has 
created an environment of uncertainty; of a population caught between two threats, both 
contradictory. What the leaks have altered is the perception of what national security really means 
as defined and employed by the state, a use and definition which conflicts with the classic patriotic 
interpretation and is now untrustworthy. This atmosphere of uncertainty is what is threatening the 
state’s stability, and they are reacting by deflecting attention from the content of the leaks, onto 
Snowden with hyperbole like ‘unpatriotic’ and ‘threat’. Patriotism is at a core foundation of 
American national identity and to be unpatriotic is seen as inherently wrong. However, with the 
secrecy veil lifted, the US has every interest in staging Snowden as a threat, thus casting the same 
level of doubt on the word ‘patriotic’ as on ‘national security’. A threat, perhaps, but to whom?  
The problem is, the state might not have fully realised that the threat to its stability is in the broken 
trust with its citizens. An issue which is only deepened by more misuse of democratic values. 
Through deflection of attention, the state is implicitly sending the message that citizens are free to 
criticise anything, but if they criticise national security, they are seen as traitors to their 
country.  Therein lies the importance in re-establishing the trust between government and the 
governed. If the government continues to act as if everyone is a threat and a source of risk, this 
limits its capacities and contradicts its foundation of democracy. If the government does not trust its 
people, neither will the people trust their government. In short term capacity, the government has 
been and is still relying on the people perceiving its role as protector and benefactor as essential, 
thus putting security over privacy as priority. In the wake of the Snowden revelations however, this 
foundation of the state’s power can be construed as not just undemocratic, but also 
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unsustainable.  The government needs to realise that it has allowed the NSA’s seductive programs 
and technological promises to shape counter-terrorism through mass surveillance without 
considering alternative methods. Surveillance techniques, like haystacking of information 
eliminates the context of the information. Lack of transparency is simply the beginning of long term 
solutions the US government, among others, needs to consider in reforming surveillance. 
Reforming surveillance is another issue, one that concerns immediate actions, and as addressed by 
the proposed US FREEDOM Act, the issue is lack of transparency. Without transparency about the 
extent to which the government surveils its people, there can be no trust. Patriotism relies on trust in 
government, and if rhetoric of ideals that the government is using keeps contradicting itself, this 
furthers mistrust and patriotism begins to disintegrate. If this rhetoric continues, the patriotism 
cannot be sustained as the illusion of a legitimate deliberative democracy. This democracy, these 
values that the citizens defend on principle, are being altered in the name of their protection. This 
boils down to the extent to which the foundation of the deliberative democracy can or will be 
diminished on the principle of its defence.  
 
The state sees the critique of secrecy as being against security, and overlooks the importance of 
questioning transparency for deliberative democracy. The question posed is whether the 
environment has been altered by Edward Snowden’s revelations, whether the uncertainty created by 
them, will lead the people to demand more transparency or accept the dogma of national 
security.  State power and the currently unchallenged interpretation of democracy, as interpreted by 
the state, needs to be challenged. The public needs to understand the implications if the current 
interpretation of democracy is not challenged. Edward Snowden’s case has enlightened the citizens 
about the prioritisation of the state, potentially putting the security of the state as an institution over 
actual national security. The state is basing their legitimisation on the dogmatic argument of 
national security, rather than legitimisation through deliberative democracy. The ignorance of the 
citizens that has been discovered in the democratic system has created a call for action. This needs 
to happen before all aspects of these democratic values are diluted, thus making the state 
increasingly arbitrary and self-serving. The people need to keep the state accountable for securing 
their interests rather than its own, which cannot be done without full information. This is the 
problem that Snowden wished to shed light on, in the hope of increasing transparency and engaging 
the public in democratic debate.  
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11 Conclusion 
In the project, the problem formulation was looking into how the US reacted to Edward Snowden’s 
revelations of the surveillance programs of the NSA and why Snowden’s leaks raises questions 
about the democracy in the US in its current form.  
 
The analysis starts out defining the context of how the new communication and information 
technologies have supported a world where information has been globalized and interconnected. 
Fear culture has been on the rise since 9/11 and because of the changing character of the power of 
information in relation to the network society, the national security argument has been supported 
through fear culture, legitimating in some way the exponential development of surveillance 
programs. 
The neorealistic reality of the US might explain their reactions, acting domestically in the context of 
a world risk society in staging Snowden as a direct threat to national security. The US government’s 
attitude towards Snowden is perceiving him as a traitor in order to reduce the consequences of the 
information leaked and minimize the loss of relative power. By this, national security appears as the 
argument to stage Snowden leaks as a risk, and surveillance as a necessary tool for protecting the 
power interests of the US government. A loss of relative power for the US can lead to a change in 
the power position of the US in the structure of the international system. 
In relation with the world risk society, terror has been staged as the risk that the US has to face for 
assuring the security of its citizens. Therefore, Snowden is perceived as a risk in the prevention of 
terrorist activities, because he provided information that can facilitate terror attacks. The US argues 
that Snowdens leaks will increase the risk of terrorism, using this argument as a justification of the 
surveillance programs. These programs are perceived as a necessary tool for national security.  
Edward Snowden acted on the basis that the classification of  information concerning the lengths to 
which the US government surveil their own citizens in the name of national security threatened the 
foundations of democracy. 
 In a network society, the relationship between power and information is increasingly important and 
directly affecting citizens. The public sphere is being excluded, based on the ground of secrecy of 
national security, derived from fear culture. Snowden acted on the principle that without full access 
to the information there can be no deliberation, upon which the foundations of a deliberative 
democratic society stands. The leaks revealed that government is violating the democratic rights of 
the citizens under the guise of national security. The US government’s aim might have been to keep 
the population in control by claiming the nation is under a threat of terror, especially after 9/11, and 
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it tried to legitimize its action. After the leaks, citizens realized that they could be surveilled  by the 
government anytime. This damaged the trust between the government and the citizens. Also privacy 
of the citizens was violated. While government could have surveilled its subjects, the citizens had 
no right to access the information that concerned their lives. The trustworthiness of the government 
was affected by the lack of transparency.  
Technology was an important contributor to the expansion of the leaks and the Internet has become 
a tool for democratization. Although Edward Snowden did not use the Internet for revealing the 
documents, he used media to inform the public about the situation. The public sphere should have 
access to more information, so the citizens can be enabled in deliberating. Without the enabling of 
deliberation, the democracy might suffer, and accountability is made impossible due to the basis for 
its legitimacy dismissing the involvement of the public sphere ‘for its own protection’.  
 
As seen in the discussion, in order for the people to secure their interests, they need to hold the state 
accountable for their actions. This cannot be done without the public sphere having full access to 
information. Snowden wanted to highlight this problem in the democratic society today, and hoped 
that it make the public realise their responsibility to hold the state accountable. This could hopefully 
lead to citizens demanding an increase the transparency of the state, thusly reintegrating the public 
sphere into the democratic debate.  
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